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1. Introduction

OSCI Transport is a standard that in principle is able to automatically transfer any kind of
information. The information can be signed (according to the German digital signature law)
and protected against spying by means of encryption. Apart from that, OSCI Transport offers
further security mechanisms concerning especially the traceability of the communication.

OSCI Transport forms part A of OSCI (Online Service Computer Interface), a standard for
the area of e-government, which is currently being developed in a process of extended
discussions and cooperation with the federal government, the states and local communities
under the leadership of the OSCI Leitstelle in Bremen. Part A deals with the level of transport
and security functions. Part B deals with the level of content/subject.

Essential design criteria for the present version of OSCI Transport were the following (cf.
[OSCI-ANF]):
e Building on open standards

Especially the following standards from the surroundings of web-services form the basis
of OSCI Transport:

e SOAP [SOAP 1]

o XML Signature [XDSIG]

e XML Encryption [XENC]
e Technology independence

OSCI messages can be transmitted by any technical communication protocol.

Furthermore, OSCI Transport does not make any specific demands regarding the
platforms software systems processing OSCI| messages are applied on or the
programming languages these systems are developed in.

e Scalability of the security levels

For example, to support simple business transactions advanced signatures may be used,
whereas for transactions with the requirement of writing qualified or accredited electronic
signatures can be applied.

This specification is addressed to software developers. To understand it, it is required to
have knowledge of XML [XML], namespaces [XNAMESP] and XML Schema [XSCHEMA].

To keep this specification as concise and clear as possible, relevant standards are only
referred to (and not paraphrased). The normative and non-normative parts of this document
are clearly distinguished from each other using different text mark-ups.

This specification is divided into the following chapters:

At first, in Chapter 2 there are some definitions on the notation.

In Chapter 3 basic concepts about OSCI Transport are explained.

Chapter 4 presents the security mechanisms of OSCI Transport.

In Chapter 5 the reaction rules are defined and possible acknowledgements are listed.

Chapter 6 describes the structure of OSCI messages, contains the relevant schemas and
defines value guidelines.

Finally in chapter 7 the conditions that software systems have to fulfill are listed in order to
conform to this specification.
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2. Notation Conventions

If not explicitly specified in a different way, this specification uses the following namespace

binding as a basis:

Namespace Prefix

Namespace

ds

http://ww. w3. or g/ 2000/ 09/ xm dsi g#

oscCi http://ww. osci . de/ 2002/ 04/ osci

soap htt p://schemas. xm soap. or g/ soap/ envel ope
xenc http://ww. w3. org/ 2001/ 04/ xm enc#

xsd http://ww. w3. or g/ 2001/ XM_Schena

XML attributes appear unqualified if no namespace prefix has been indicated explicitly.
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3. Messaging via OSCI Transport
In this chapter the basic concepts of OSCI Transport are described.

First, in Section 3.1 the entities are listed that are involved in communication by means of
OSCI Transport.

Section 3.2 describes the levels information is exchanged on in OSCI Transport.

Section 3.3 explains the concept of the dialog, Section 3.4 explains the concept of the
delivery.

Finally in Section 3.5 four basic scenarios for communication by means of OSCI Transport
are introduced.

3.1 Entities Involved in Communication

OSCI Transport is a protocol with which basically any kind of information can be exchanged
between users.

Here the term of a user is defined very widely. For example a user can be a person, a group
of persons or even a software system. OSCI Transport does not have its own user
administration, but works with an open user group. The only condition that an entity has to
fulfill in order to be able to function as a user in OSCI Transport is to possess an encryption
certificate. Encryption certificates are used for internal addressing in OSCI Transport.

In OSCI Transport two users never communicate directly, but always using a further entity
called the intermediary. The intermediary functions as a communication agent, records the
message flow, checks certificates and can perform other value-added services.

The intermediary's role is neutral. However, it can be physically located at one of the users.

In OSCI Transport specific users appear in the role of a service provider. Apart from an
encryption certificate a service provider needs a URL, under which he is accessible online (in
principle all the time).

3.2 Communication Levels

In OSCI Transport information is exchanged on three levels. Depending on the level, the
entities involved assume different roles. In the following the individual levels, the roles that
the entities involved assume and the exchanged data are described (cf. Figure 1).

June 2002 FINAL
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Figure 1: Communication levels

Business transaction level. One or several authors put information (so-called content
data, cf. [OSCI-ANF]) at the disposal of one or several readers. OSCI Transport does not
make any requirements on the kind or the structure of the content data. In principle the
content data can deal with any subject. Content data are transmitted in a delivery from a
sender to a recipient. The roles of the sender and recipient are both assumed by users.
The intermediary does not appear on the business transaction level.

OSCI Transport does not say anything about the relationship that exists between authors
and senders or readers and recipients. The data transport that might be necessary from
the authors to the sender and from the recipient to the readers is not part of the
application field of this specification.

Request level: A client directs a request to a supplier. The request contains a working
instruction and further information the supplier needs to execute the instruction and later
send a response to the client. In requests and responses especially deliveries can be
transmitted.

Usually users act as clients and the intermediary as supplier. There are, however, also
scenarios where the intermediary assumes the role of a client and a user (who then will
be a service provider) assumes the role of a supplier.

Message level: A message sender sends an OSC/ message to a message recipient.
Both user and intermediary can assume both roles. In that case one of the
communication partners (message sender or message recipient) has to be an
intermediary; users never communicate directly.
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An OSCI message contains either exactly one request or exactly one response or exactly
one error message. The request / the response can be encrypted. In this case the OSCI
message contains additional information the message recipient needs to decrypt the
request / response.

3.3 Dialogs

The term dialog deals with the request level of OSCI Transport. Request-response pairs are
put together to dialogs. Each dialog contains at least one request-response pair.

A dialog exists exactly between one client and one supplier. It can come into being by two
different ways:

e explicitly by a special dialog init request of the client to the supplier. The dialog will last at
most until the supplier will have sent the response upon a specific dialog exit request.
When the supplier announces an error that leads to a dialog abort the dialog will be
cancelled prematurely.

o implicitly by a request that is different from the dialog init request. The dialog consists
exactly of this request and its corresponding response.

Within an explicit dialog a client may send a subsequent request only when he has received
the supplier's response to the previous request.

If an explicit dialog has been opened and the supplier does not receive a further request of
the client after a certain period of time (which he can define freely), then he will close the
dialog assuming that the client has not or not completely received the latest response.

A dialog is identified by the Conversationld assigned to it. The Conversationld is assigned by
the supplier. It is definite as a supplier assigns each Conversationld only once. The
Conversationlds assigned by different suppliers, however, do not necessarily have to be
different in pairs.

Within one dialog, client and supplier number their messages independently from each other
starting with 0. The number of the corresponding request / response is called
SequenceNumber.

The terms Conversationld and SequenceNumber are borrowed from [EBXML].

Any request and any response can be identified uniquely by the data of the supplier, the
Conversationld and the SequenceNumber.

34 Deliveries

A delivery contains all the data that are transmitted by a user acting as a sender to a user
acting as a recipient. Thus, a delivery contains particularly content data.

For content data written in XML, OSCI Transport offers so-called content data containers.
Other content data are packed into attachments.

Content data containers can be signed by the authors. The signing of attachments is also
possible using an indirection: For that a hash value is calculated and put into a content data
container, which is subsequently signed.

OSCI Transport offers an end-to-end encryption on the level of the content data. That
means, content data containers and attachments can be encrypted so that they can be seen
by the readers only.
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Apart from the content data a content data container can contain encryption information for
further content data containers and attachments that are part of the same delivery.

For example, to guarantee that two readers can get common access to the transmitted data
(multiple encryption, "four-eye-principle®), it is possible to proceed in the following way:’

The actual data are put into a content data container 2. The latter is encrypted using the
public key of reader 2. The pertaining encryption information (in particular the encrypted
session key) is then packed into a content data container 1, which is encrypted using the
public key of reader 1. Included in the delivery will be finally the encryption information for
content data container 1 and the two encrypted content data containers. Figure 2 shows this
in the form of a diagram.

Four-eye-principle

Encryption information 1 —

Content data container 1

Encryption information 2

encrypted using public key of reader 1

Content data container 2

Data

encrypted using public key of reader 2

Figure 2: Possible realisation of the four-eye-principle

Reader 2 cannot see the data of content data container 2 without the help of reader 1. The
session key used for encrypting content data container 2 has been encrypted using his public
key, but the encrypted session key is in content data container 1, which can be decrypted by
reader 1 only.

Reader 1, too, needs the help of reader 2 to be able to look at the data in content data
container 2. The session key used for encrypting content data container 2 is in content data
container 1, but the session key has been encrypted using the public key of reader 2, so that
it can only be decrypted by reader 2.

! The realisation of a multiple encryption or "four-eye-principle" is the responsibility of the
corresponding specific process. The method shown represents only an example of multiple encryption
using the means of OSCI Transport.
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Reader 1 and reader 2 have to work together to be able to see the data. First reader 1 has to
decrypt content data container 1, so that reader 2 can get access to the encryption
information for content data container 2. Reader 2 will then decrypt content data container 2.

In this way, also rule mechanisms can be realised in OSCI Transport. Here, along with the
information they need in order to decrypt content data containers and/or attachments, the
readers receive rules that restrict the access to these content data containers and/or
attachments. For example in a content data container 1 could be stored the encryption
information for two content data containers 2 and 3 as well as the following rule: "Do not
open content data containers 2 and 3 before a certain point in time“. Since a reader is not
able to access the encryption information for content data containers 2 and 3 until he will
have opened content data container 1, he has to get to know the rules first to be able to
decrypt content data containers 2 and 3. Figure 3 shows this in the form of a diagram.

Rule mechanism

Content data container 1

Rules

Encryption information 2

Encryption information 3

Encrypted content data container 2 <

Encrypted content data container 3 <

Figure 3: Possible realisation of a rule mechanism

A so-called Messageld can be assigned to a delivery. This term was borrowed from
[EBXML].

The Messageld refers to exactly one delivery on the way from the sender via the
intermediary to the recipient. It is uniquely definite in terms of place and time all over the
world.

It will be generated by the intermediary upon request of the sender.
3.5 Scenarios

OSCI Transport supports four different scenarios for the exchange of content data between
users. The individual scenarios differ from each other in three different aspects:
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e Is merely a delivery transmitted from a sender to a recipient (one-way message) or does
the recipient react directly upon the reception of a delivery sending another delivery to the
sender (request-response)?

e Does the recipient have to actively collect a delivery at the intermediary (active recipient)
or is it forwarded automatically to him without his being involved (passive recipient)?

¢ Does the content data exchange have to be recorded in a retraceable way or is that not
required?
The communication scenario to be used is determined by the client.

In the following the scenarios are described. In Section 6.6 the request and response types
mentioned are explained in detail.

3.5.1 One-Way Message, Active Recipient, Recording
In this scenario content data are transmitted from a user 1 to a user 2. User 2 has to be
active to get the delivery. The transmission is recorded in a retraceable way.

This scenario presents itself, when it cannot be guaranteed that user 2 will permanently be
available. In this scenario, user 2 does not necessarily need to have a URL. In other words,
he does not have to be a service provider.

The rough process is as follows:

1. User 1 sends a Messageld request to the intermediary.

2. The intermediary generates a new Messageld and sends it within a Messageld response
to user 1.

3. User 1 sends a delivery request to the intermediary. The delivery request contains a
delivery which will be identified by the Messageld just received.

4. The intermediary generates a process card of the delivery just received and records the
reception there. It sends a delivery response to user 1.

5. User 2 sends a dialog init request to the intermediary.
6. The intermediary reacts sending a dialog init response to user 2.

7. User 2 sends a fetch delivery request to the intermediary by which he asks for the
deliveries that are there waiting for him.

8. The intermediary sends a fetch delivery response to user 2, which contains the delivery
of user 1, and records the forwarding of the delivery on the process card.

9. User 2 sends a dialog exit request to the intermediary.

10. The intermediary records the reception of the delivery by user 2 on the process card and
sends a dialog exit response to user 2.

Figure 4 contains a schematic presentation of the essential steps of this process.
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One-Way Message, Active Recipient

User 1 Intermediary User 2

Figure 4: One-way message, active recipient

3.5.2 One-Way Message, Passive Recipient, Recording

In this scenario content data are transmitted from a user 1 to a user 2. The delivery is
forwarded to user 2 without his being involved. The transmission is recorded in a retraceable
way.

This scenario presents itself if user 2 is to receive the delivery without delay. In this scenario
user 2 has permanently to be available under a URL. In other words, here user 2 is a service
provider.

The rough process is as follows:

1.
2.

User 1 sends a Messageld request to the intermediary.

The intermediary generates a new Messageld and sends it within a Messageld response

to user 1.

User 1 sends a forwarding delivery request to the intermediary. The forwarding delivery
request contains a delivery, which is identified by the Messageld just received.

The intermediary generates a process card for the delivery just received and records the
reception there. Along with the delivery it sends an acceptance request to user 2 and

records the forwarding of the delivery on the process card.

User 2 sends an acceptance response to the intermediary confirming that he has

received the delivery.

The intermediary records the reception of the delivery by user 2 on the process card and

sends a forwarding delivery response to user 1.
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Figure 5 contains a schematic presentation of the essential steps of this process.

One-Way Message, Passive Recipient

User 1 Intermediary User 2

Forwarding delivery request

Forwarding Delivery Response

Figure 5: One-way message, passive recipient

3.5.3 Request-Response, Passive Recipient, Recording

In this scenario first a delivery 1 is transmitted from a user 1 to a user 2, then a delivery 2 is
transmitted from user 2 to user 1. The transmission is recorded in a retraceable way.

This scenario presents itself if user 2 is to react immediately upon the delivery of user 1. In
this scenario user 2 has permanently to be available under a URL. In other words, here user
2 is a service provider.

The rough process is as follows:

1.
2.

2B

User 1 sends a Messageld request to the intermediary.

The intermediary generates a new Messageld and sends it within a Messageld response
to the user 1.

User 1 sends a dialog init request to the intermediary.
The intermediary reacts sending a dialog init response to user 1.
Together with delivery 1 user 1 sends a mediate delivery request to the intermediary.

The intermediary generates a process card 1 for delivery 1, recording the reception there.
Along with delivery 1 it sends a processing request to user 2, recording the forwarding of
delivery 1 on process card 1.

User 2 sends a Messageld request to the intermediary.
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8. The intermediary generates a new Messageld and sends it within a Messageld response
to user 2.

9. Along with delivery 2 user 2 sends a processing response to the intermediary.

10. The intermediary generates a process card 2 for delivery 2, recording the reception there.
Furthermore, it records the reception of delivery 1 by user 2 on process card 1. Along
with delivery 2 it sends a mediate delivery response to user 1.

11. User 1 sends a dialog exit request to the intermediary.

12. The intermediary records the reception of delivery 2 by user 2 on process card 2 and
sends a dialog exit response to user 1.

Figure 6 contains a schematic presentation of the essential steps of this process.

Request-Response, Passive Recipient

User 1 Intermediary User 2

Figure 6: Request-response, passive recipient

3.5.4 Request-Response, Passive Recipient, No Recording

Just as in the previous scenario, here first a delivery 1 is transmitted from a user 1 to a user
2, then a delivery 2 is transmitted from user 2 to user 1. However, in this scenario the
transmission is not recorded.

This simple scenario is intended for cases in which none of the parties has to prove after the
communication has taken place that they have sent or received one of the deliveries and for
cases in which a possible double submission of one of the deliveries does not cause any
problem.

The rough process is as follows:

1. User 1 sends a dialog init request to the intermediary.
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The intermediary reacts sending a dialog init response to user 1.

Along with delivery 1 user 1 sends a mediate delivery request to the intermediary.
Along with delivery 1 the intermediary sends a processing request to user 2.

Along with delivery 2 user 2 sends a processing response to the intermediary.
Along with delivery 2 the intermediary sends a mediate delivery response to user 1.
User 1 sends a dialog exit request to the intermediary.

The intermediary reacts sending a dialog exit response to user 1.

© N O R WD
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4. Security Mechanisms

OSCI Transport has at its disposal a number of mechanisms to secure data exchange. In this
chapter the different mechanisms are described. Content and headlines of the individual
sections are oriented towards [OSCI-ANF, chapter 6]. However, instead of the more general
term of usage data used there, here we speak of requests and responses, as these are often
to be dealt with differently.

41 Digital Signatures

Both content data and request data can be signed digitally. For that the data are processed
according to [XDSIG].

A signature is generated by calculating a hash value for each XML element that has to be
secured by the signature. The hash values are collected in a special XML element. For this
element another hash value is calculated which first is specially formatted and then is
encrypted with the private key of the person who signs.

A signature is checked by calculating and formatting again the hash value for the XML
element the hash values for the protected elements have been collected in. The result has to
coincide with the decrypted signature. In addition, all the hash values for the protected
elements are recalculated and compared with the signed hash values.

In the following table the algorithms are listed that may be used for the generation of hash
values in OSCI Transport.

Hash Algorithm Algorithm Identifier

SHA-1 http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal
[XDSIG, Section 6.2.1]

RIPEMD-160 http://ww. osci . de/ 2002/ 04/ osci #ri pend160

The signature algorithms supported by OSCI Transport are listed in the following table.

Signature Algorithm Algorithm Identifier

Signature scheme RSASSA-PKCS1- |htt p://ww. w3. or g/ 2000/ 09/ xml dsi g#r sa-
v1_5 [PKCS 1] with hash algorithm shal [XDSIG, Section 6.4.2]

SHA-1. Modulus length of the RSA
key pair: min. 1024 bit

Signature scheme RSASSA-PKCS1- |http://ww. osci . de/ 2002/ 04/ osci #r sa-
v1_5 [PKCS 1] with hash algorithm ri pendl160

RIPEMD-160. Modulus length of the
RSA key pair: min. 1024 bit

41.1 Signing Content Data
Signatures on the business transaction level are generated by the authors.
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4.1.2 Verifying Content Data Signatures

Readers can check signatures on the business transaction level for their own good but are
not obliged to do so. The public key used to verify the signature comes from a certificate,
which is transmitted together with the signed data. The reaction to a missing or invalid
signature is at the readers' discretion.

41.3 Signing Requests and Responses

Requests and responses can (independently on or in addition to a possibly existing signature
on the content data level) be signed in order to ensure their authenticity and integrity.

Signatures for requests are generated by the client.

Signatures for responses are generated by the supplier.

4.1.4 Verifying Request Signatures

If a request is signed, the supplier is obliged to perform a signature verification. The public
key used for the signature verification comes from a certificate that is transmitted within the
request. The supplier has the right to reject unsigned requests. Requests whose signatures
are invalid are to be rejected. The rejection is announced to the client immediately in the
response. Requests for which the supplier realises that they have been signed using a
private key that — according to the certificate — must not be used for signing have to be
rejected, too.

4.1.5 Verifying Response Signatures
The signature of a response can be verified by the client.

The public key used for the signature verification comes from a certificate that is transmitted
within the response.

Two cases are to be distinguished:

e The clientis an intermediary. This is the case, if within the execution of a forwarding or
mediate delivery request of a user it has directed an acceptance request or processing
request to a service provider.

e The client is a user. This is true in all the other cases.

An intermediary acting as a client has to check the signatures of responses. If it realises that
the signature of a response is invalid or has been generated using a private key for which the
certificate determines that it must not be used for signing, then it has to consider the
response to be manipulated. It then will give an according acknowledgement to the user who
sent it the forwarding delivery request or mediate delivery request.

If the signature is missing, the user will receive a corresponding warning.

A user acting as a client can check the signatures of responses for his own good, but is not
obliged to do so. If he realises that the signature of a response is invalid or has been
generated using a private key that — according to the certificate — must not be used for
signing, and if an explicit dialog is opened, then the user must not send any further request
(not even a dialog exit request) in this dialog.

The user will assume that he has not received the response the supplier has sent him. If the
supplier does not receive a further request of the user within a certain period of time, he will
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close the dialog assuming that the user has not received or has not received completely the
latest response (cf. Section 3.3).

The reaction to a missing signature for responses is at the user's discretion.

4.2 Encryption and Decryption

Both content data and requests/responses can be encrypted. Responses to dialog init
requests are obligatorily to be encrypted (cf. Section 4.6).

The encryption is performed according to [XENC] applying a hybrid encryption algorithm.

First a random session key is generated for a symmetric encryption algorithm. Using this key
the actual data are encrypted. In a second step the session key is encrypted with the public
encryption key of the addressee?®. The encrypted data and the encrypted session key are
forwarded to the addressee.

The addressee first decrypts the session key using his private encryption key. Using the
decrypted session key he is able to decrypt the actual data.

The symmetric encryption algorithms that can be used in OSCI Transport to encrypt the
actual data are put together in the following table.

Encryption Algorithm Identifier
Algorithm

Two-Key-Triple-DES |htt p://ww. w3. or g/ 2001/ 04/ xm enc#tri pl edes-cbc
[XENC, Section 5.2.1]

AES-128 http://ww. w3. or g/ 2001/ 04/ xm enc#aes128- cbc [XENC,
Section 5.2.2]

AES-192 http://ww. w3. or g/ 2001/ 04/ xm enc#aes192- cbc [XENC,
Section 5.2.2]

AES-256 http://ww. w3. or g/ 2001/ 04/ xm enc#aes256- cbhc [XENC,

Section 5.2.2]

[XENC] contains information, how these algorithms have to be used: Especially, they have to
be applied in CBC mode, an initializing vector filled with random numbers is to be used, and
padding is to be performed in a specific way (padding according to [PKCS 5] represents a
special case of the process described in [XENC]).

It has to be ensured that not the same session key is used for data that are directed to
different addressees.

The encryption of the session key is performed by means of RSAES-PKCS1-v1_5 [PKCS 1]
(algorithm identifier: ht t p: / / www. W3. or g/ 2001/ 04/ xm enc#r sa- 1_5 [XENC, Section
5.4.1]). The modulus length of the RSA key pair used has to be at least 1024 bit.

’The addressee in case of requests is the supplier, in case of responses the client, and in
case of content data a reader.
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4.2.1 Encryption of Content Data

Content data are encrypted by the authors. The readers' public keys used for encryption
come from certificates. The way how the authors obtain access to these certificates is not
described in this specification.

4.2.2 Decryption of Content Data
With the help of certificates, which are enclosed with the encrypted content data, the readers
can find out, which of their private keys are needed for the decryption.

The reaction to content data that cannot be decrypted is at the readers' discretion.

4.2.3 Encryption of Requests

Requests are encrypted by the client. The public key of the supplier used for encryption
comes from a certificate. The way how the client obtains access to this certificate is not
described in this specification.

4.2.4 Decryption of Requests
With the help of a certificate, which is enclosed with the encrypted data, the supplier can find
out, which of his private keys is needed for the decryption.

If the certificate determines that the public key included must not be used for encryption, the
supplier is not obliged to decrypt the request. In this case the supplier does not have to send
a response.

If a supplier is not able to decrypt a request, he will not be obliged to answer the request
either.

The reason for this is that in this case the client who sent the request cannot be detected by
means of OSCI Transport.

4.2.5 Encryption of Responses

If necessary, responses are encrypted by the supplier.The public key of the client used for
encryption comes from a certificate. The supplier takes this certificate

¢ from the dialog init request, if the request was sent within an explicit dialog, or
¢ from the request the response to be encrypted refers to.

4.2.6 Decryption of Responses

With the help of a certificate, which is enclosed with the encrypted data, the client can find
out, which of his private keys is needed for decryption.

If a client cannot decrypt a request and if an explicit dialog has been opened, the client must
not send any further request (not even a dialog exit request) in this dialog.

Otherwise the supplier would assume that the client received the response and was able to
interpret it.

4.3 Recording Times

The intermediary holds a so-called process card for each delivery. On the process card it
records especially the following times:
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1. Time of presentation at the intermediary

From the technical point of view, this is the time when the intermediary realises that it has
received a delivery request, forwarding delivery request or mediate delivery request.

2. Time of forwarding to the recipient

From the technical point of view this is the time when the intermediary has completely
assembled the message that contains the delivery to the recipient. Especially this time
can differ from the time of the technical process of forwarding.

3. Time of acknowledging the receipt by the recipient
From the technical point of view this is exactly one of two times:

1. the delivery has been sent together with an acceptance request or processing
request: the time when the intermediary realises that the recipient has sent a positive
acknowledgement;

2. the delivery has been sent together with a fetch delivery response: the time when the
intermediary realises that it has received another request within the same explicit
dialog the delivery has been transmitted in.

Upon request of the sender the intermediary can generate cryptographic time stamps for
these times.

In case 1 the time stamp refers to the delivery request, forwarding delivery request or
mediate delivery request of the sender.

In case 2 the time stamp refers to the processing request or acceptance request, or by the
fetch delivery response of the intermediary.

In case 3.1 the time stamp refers to the response received from the recipient.
In case 3.2 the time stamp refers to the subsequent request received from the recipient.

Concerning the format of cryptographic time stamps this specification does not make any
prescriptions.

Note, however, that particularly time stamps according to [ISIS-MTT, Part 4] can be used.

4.4 Certificate Checks

As certificate format OSCI Transport supports X.509v3 in the form described in [ISIS-MTT,
Part 1].

The intermediary has to check all the certificates that are located on the request level in a
message received. Furthermore the intermediary has to check all the certificates of the
pertaining certificate chains.

The following checks have to be performed:

¢ Mathematical check of the certificate signature: The hash value over the certificate is
recalculated and formatted. The result has to coincide with the decrypted signature of the
certificate.

o Off-line validity check: It is checked that the time of the check is within the validity period
mentioned in the certificate.

e Online validity check: It is checked that the certificate has not been revoked at the time of
the check.
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The intermediary records the result of each of these checks in a check protocol. If the
intermediary is not able to perform one of these checks (for example because it does not
know the certificate authority), it will record that into the check protocol, too.

Within one dialog each certificate needs to be checked only once.

The intermediary has to reject a delivery request, forwarding delivery request or mediate
delivery request, if one of the readers' encryption certificates or the encryption certificate of
the user who acts as a supplier on the request level has been revoked. The client receives a
corresponding acknowledgement immediately in the response upon the corresponding
request.

If the intermediary realises that the encryption certificate of the client has been revoked, it will
not be allowed to encrypt his response using this certificate. In this case the client will receive
a not encrypted response that only points to this fact.

In other words, especially the dialog init requests of a client are rejected, about whose
encryption certificate the supplier knows that it has been revoked.

Before the process of encryption, senders and authors should perform at least the checks
that are possible to perform off-line, for the encryption certificate of the corresponding
recipient / readers. If one of these checks has a negative result, this certificate must not be
used for encryption.

After having received signed data, recipient and readers should perform at least the checks
that are possible to perform off-line, for the signature certificates of the corresponding
senders / authors. The reaction to a negative result of one of these checks is at the
recipient's / readers' discretion.

4.5 Challenge-Response Process

OSCI Transport uses a challenge-response process in order to guarantee that the entities
involved in a dialog (client and supplier) will not change during a dialog.

Along with each request the client sends a freely chosen value. The supplier has to repeat
this value as a response value in his response.

If a client receives an invalid response value and if an explicit dialog has been opened, the
client must not send any further request (not even a dialog exit request) in this dialog.

The client will assume that he has not received the response the supplier has sent him. If the
supplier does not receive another request from the client in a certain period of time (that he
can freely determine), he will close the dialog, assuming that the client has not or not
completely received the latest response (cf. Section 3.3).

Outside an explicit dialog the reaction to an invalid response value is at the client's discretion.

Within an explicit dialog the supplier sends along with each response (starting with the
response to a dialog init request and ending with the response to the request that precedes
the dialog exit request) a freely chosen value as a challenge value. The client has to repeat
this value as a response value in his following request.

If the supplier receives an invalid response value, he has to reject the corresponding request.

To maintain this process functioning the challenge value has to be changed in each
message. It must not be derivable simply from information accessible to unauthorised users
(e.g. time).
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Apart from the response value of the client, the supplier checks the Conversationld and the
SequenceNumber. If the supplier receives a request with an unexpected Conversationld or
SequenceNumber, he has to reject the request.

4.6 User Authentication within the Explicit Dialog Initialization

Within the explicit dialog initialization, the supplier checks that the client possesses the
private key that belongs to the encryption certificate the client has sent him along with the
dialog init request.

To this end the supplier encrypts his response using the public key of this certificate.

If the client does not possess the private key belonging to it, he will not be able to decrypt the
dialog init response. Consequently he cannot obtain access especially to the challenge value
in the dialog init response. Since the intermediary (as is described in Section 4.5) has to
reject any subsequent request within the dialog that has no valid triple consisting of
Conversationld, SequenceNumber and Response, the client will not be able to hand in
subsequent requests within this dialog.

Furthermore, within an explicit dialog, in order to encrypt his responses to the client, the
supplier will always use the public key from the encryption certificate communicated to him
by the client in the dialog init request.

This way it can be prevented that a client will change his encryption certificate in the course
of the dialog.

4.7 Checking Messagelds
The Messageld check helps to avoid double submission of deliveries.

In delivery requests and forwarding delivery requests a client has to state a Messageld along
with the delivery. In mediate delivery requests the stating of a Messageld is optional.

If in the mentioned requests a Messageld is stated, the intermediary has to check, that

e it has generated the Messageld

o the Messageld has not already been used

If one of these checks has a negative result, the intermediary has to reject the request the
sender has handed in the delivery with.

The intermediary may reject the request also for practical reasons, if the generation of the
Messageld took place already some time ago (in the range of a time-out during an explicit
dialog).

If a sender does not state any Messageld in a mediate delivery request to the intermediary,
the recipient will be allowed to reject the resulting processing request of the intermediary with
the note that it does not accept any delivery without Messageld. The sender will receive a
corresponding acknowledgement within the mediate delivery response of the intermediary.

4.8 Receipt Mechanisms
OSCI Transport knows of two explicit and two implicit receipt mechanisms.

The explicit receipt mechanisms are:
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At any time sender and recipient of a delivery can ask the intermediary for copies of the
corresponding process card.

In each response to a fetch request the selection criteria that the client has stated in his
request are repeated.

The implicit receipt mechanisms are:

By sending a response with an acknowledgement code that indicates success a supplier
confirms that he received the corresponding request and was able to execute it.

By sending a request with a response value that coincides with the challenge value of the
preceding response and whose SequenceNumber is by 1 higher than the
SequenceNumber of the preceding request, a client confirms that he received the
response to the preceding request.
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5. Reaction Rules and Acknowledgements
When a supplier receives a message, he has to take the following steps:

1. Perform XML schema and other syntactic checks on the message level.
If applicable, decrypt the request data.

Perform XML schema and other syntactic checks on the request level.
Determine and check Conversationld, SequenceNumber and Response.

If the response is to be encrypted and if the encryption certificate of the client has not
been checked yet in this dialog, determine and check it.

If applicable, check the signature.

7. Check the other certificates contained in the request that have not been checked yet in
this dialog.

8. Execute the request.
The supplier is obliged to perform steps 5 to 7 only if he acts as an intermediary.

S R

o2

Each one of these steps can be performed successfully, can end with a warning or can fail. If
one of these steps fails, the supplier has to cancel the process at the corresponding point. If
there are warnings, the supplier can continue.

In his response to the client the supplier transmits acknowledgements that demonstrate
which of the steps he could execute, what type of warnings have occurred and which of the
steps have failed.

In order to enable an automatic interpretation of the acknowledgements by the client, each
acknowledgement consists of a four-figure numeric code which is formed according to the
following pattern:

e The first digit of the code indicates the kind of acknowledgement. O stands for a success
message, 3 stands for a warning and 9 stands for an error message.

¢ The second digit indicates the step the acknowledgement is given for (if the step is
unknown, this digit is 0).

e The last two digits of the code form an indenture number.
The acknowledgements are put into the response in the sequence of their generation.

So on the basis of the last acknowledgement in the response the client is able to recognise if
the supplier could execute the request correctly or if errors occurred:

¢ If the last acknowledgement is a success message or a warning, this means that the
request was executed. Then in all the steps there could have been warnings at most.

¢ In contrast, if the last acknowledgement is an error message, this means that an error
occurred.

In normal case the supplier communicates acknowledgements to the client on the request
level (cf. Section 5.2). Only if it is not possible to communicate acknowledgements to the
client on the request level, they can be sent on the message level (cf. Section 5.1).

If one of the steps 1 to 5 fails, the supplier will not be obliged to send a response.

The reason for this is that in these cases it is impossible to identify the client who sent the
request by means of OSCI Transport.
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If, however, the technical protocol that is used as a basis allows to send an
acknowledgement (this is the case for example for HTTP), the supplier should do that. Then
the client will receive an error message on the message level.

To guarantee the interoperability, modifications and additions to the acknowledgement codes
may only be made in agreement with the editor.

51 Error Messages on the Message Level

Acknowledgements are communicated on the message level only if either the client who has
sent the request could not have been detected or if an internal error has occured at the
supplier's that makes it impossible to sign or encrypt the response or insert it into an OSCI
message. So acknowledgements on the message level are always error messages.

Acknowledgements on the message level are transmitted in a soap: Faul t element in the
SOAP body (cf. [SOAP 1, Section 4.4]). The soap: Faul t element consists of exactly three
elements: faul t code, faul tstri ng anddetail.

The possible values of f aul t code are described in [SOAP 1, Section 4.4.1].
Of these values OSCI Transport only uses soap: Cl i ent and soap: Ser ver.

In the element f aul t st ri ng a plain text description of the error is given. The exact
formulation depends on the national language used and is up to the supplier.

The element det ai | contains an element osci : Code that includes the numeric code
determining the occurred error.

The values of f aul t code and osci : Code in the different error situations can be seen in
the following table.

Step Error situation faultcode osci:Code

1 Received message is no valid OSCl message |soap: Cl i ent 9100

2 Supplier does not have the private key for the |[soap: O i ent 9200
encryption certificate on the message level at
his disposal

2 Encryption certificate on the message level has |soap: O i ent 9201
been revoked

2 Request data could not be decrypted soap: dient 9202

3 Request data do not represent a valid request |soap: C i ent 9300

4 Conversationld or SequenceNumber or soap: Cli ent 9400
response value are not correct

5 Encryption certificate of the client is not soap: d i ent 9500
included in the request data

5 Signature on the encryption certificate of the soap: Cient 9501
client is invalid

5 Encryption certificate of the client has been soap: Cli ent 9502
revoked
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Step Error situation faultcode osci:Code

5 Internal error at the supplier’s when determining | soap: Ser ver 9503
or checking the encryption certificate

unknown Internal error at the supplier's soap: Ser ver 9000

Only if the element f aul t code has the value soap: Ser ver the client is allowed to try to
resend the unchanged message.

5.2

Acknowledgements on the Request Level

Usually the communication of the supplier's acknowledgements to the client takes place on
the request level.

The acknowledgements are transmitted in a special element osci : Feedback whose inner
elements have the following values:

e The element osci : Code contains the numeric code that denotes the acknowledgement.

e The element osci : Text contains a plain text concerning the acknowledgement. The
exact formulation depends on the national language used and is up to the supplier.

The possible values of osci : Code are compiled in the following table:

Step |Situation osci:Code
5 Encryption certificate of the client is invalid with regard to time 3500
5 Check of the client's encryption certificate could not be performed 3501
completely
6 Request has not been signed, although this supplier demands 9600
signature for this request type
6 Signature for request is invalid 9601
6 Not all of the required elements of the request have been signed. 9602
6 Internal error at the supplier's when checking the signature 9603
7 Signature certificate of the client is invalid with regard to time 3700
7 Signature over the signature certificate of the client is invalid 9700
7 Signature certificate of the client has been revoked 9701
7 Signature certificate of one of the authors is invalid with regard to time 3701
7 Signature over the signature certificate of one of the authors is invalid 3702
7 Signature certificate of one of the authors has been revoked 3703
7 Encryption certificate of one of the authors is invalid with regard to 3704
time
7 Signature over the encryption certificate of one of the authors is 9704
invalid
7 Encryption certificate of one of the authors has been revoked 9705
7 Encryption certificate of the recipient is invalid with regard to time 3705
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Step |Situation osci:Code

7 Signature over the encryption certificate of the recipient is invalid 9706

7 Encryption certificate of the recipient has been revoked 9707

7 Encryption certificate of one of the readers is invalid with regard to 3706
time

7 Signature over the encryption certificate of one of the readers is 9708
invalid

7 Encryption certificate of one of the readers has been revoked 9709

7 Certificate check could not be performed completely 3707

7 Internal error at the supplier's when performing the certificate check 9710

8 Acceptance of delivery without Messageld rejected 9800

8 lllegal Messageld (Messageld was not generated by this supplier or 9801
Messageld has already been used)

8 There are further deliveries present for this client 3800

8 There are further process cards present that meet the criteria given in 3801
the request

8 Request has not been sent within an explicit dialog, although this is 9802
demanded for this request type

8 There is no delivery present that meets the criteria given in the 9803
request

8 There is no process card present that meets the criteria given in the 9804
request

8 Delivery of the sender has not been accepted by the recipient 9805

8 Delivery of the sender has been accepted by the recipient, but his 9806
response does not contain any delivery to the sender

8 Signature of the recipient over the acceptance response or 9807
processing response is invalid

8 Signature of the recipient over the acceptance response or 3802
processing response is missing

8 Internal error at the recipient's 9808

8 Internal error at the intermediary's during forwarding or mediate 9809
delivery request. Delivery has not reached the recipient.

8 Internal error at the intermediary's during forwarding or mediate 9810
delivery request. Delivery has reached the recipient.

8 Internal error at the supplier's when executing the request 9811

8 Request executed, dialog closed 0800

8 Request executed, dialog continues to be open 0801
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6. Message Structure
In this section the message structure in OSCI Transport is described.
First in Section 6.1 the namespace defined by this specification is stated.

Then Section 6.2 describes the meanings of the individual elements defined in this
namespace.

Section 6.3 contains an XML schema which is detailed in the sections that follow.

The adaptions of XML Signature and XML Encryption for OSCI Transport can be found in
Sections 6.4 and 6.5.

The structure of the individual request types and response types that exist in OSCI Transport
is described in Section 6.6.

Finally in Section 6.7 the structure of OSCI messages is explained.

6.1 Versioning
The following namespace is assigned to OSCI Transport in its version 1.2:
htt p://ww. osci . de/ 2002/ 04/ osci

On the basis of this namespace a supplier, sender or reader can determine the version of
OSCI Transport that a client, recipient or author is using.

The namespace mentioned above is linked to the namespaces of the standards OSCI
Transport is based on:

e http://schemas. xnl soap. or g/ soap/ envel ope/ (SOAP)
e http://ww. w3.org/ 2000/ 09/ xm dsi g# (XML Signature)
e http://ww. w3.org/ 2001/ 04/ xm enc# (XML Encryption)

If for one of these standards an update version appears with a modified namespace and if
OSCI Transport is to support this version, a new namespace will be published.

It is an explicit aim to support the consolidated versions of SOAP 1.2 and XML Encryption.

Furthermore the namespace is changed when acknowledgement codes change.

6.2 Meaning of Elements with Namespace http://www.osci.de/2002/04/osci

The following table states the meaning of each element with namespace
http://ww. osci . de/ 2002/ 04/ osci .

For the sake of clarity the names of the elements are listed without their namespace prefixes.

Name Meaning
accept Del i very Indicates an acceptance request
Cert Type The attribute Type indicates the type of certificate: unknown

/advanced /qual i fied

Chal | enge Challenge value (cf. Section 4.5)
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Name

Meaning

Ci pherCertificat eAddr
essee

If along with the request or response a delivery is sent:
encryption certificate of the recipient. Otherwise: encryption
certificate of the user as the addressee of the request or
response

Ci pherCertificatelnte
rmedi ary

Encryption certificate of the intermediary.

An intermediary has to state this element especially in case
of each request it expects to receive an encrypted response
upon and that is sent outside an explicit dialog. Within an
explicit dialog to encrypt his responses the supplier always
uses the encryption certificate that the intermediary has
stated in the element Ci pher Certi ficatel nternedi ary
of its dialog init request.

CipherCertificateOig
i nat or

If along with the request or response a delivery is sent:
encryption certificate of the sender. Otherwise: encryption
certificate of the user as the sender of the request or
response.

A user has to state this element especially in case of each
request that is sent outside an explicit dialog and that he
expects to receive an encrypted response upon. Within an
explicit dialog to encrypt its responses the intermediary
always uses the encryption certificate that the user has
stated in the element Ci pher Certifi cateOri gi nat or of
his dialog init request.

Ci pherCertificateQ he
r Aut hor

Encryption certificate of an author who is not the sender of
the delivery

Ci pherCertificateQhe
r Reader

Encryption certificate of a reader who is not the recipient of
the delivery

ClientSignature

Signature of a client for the request

Code

Acknowledgement code (cf. Chapter 5)

Cont r ol Bl ock

Contains information with the help of which client and
supplier are able to guarantee dialog integrity

Cont ent

Contains the actual content data. Can especially contain
links to attachments.

Cont ent Cont ai ner

Content data container

Cont ent Package

Contains any number of content data containers. Some of
them can be encrypted and are stored in elements
xenc: Encrypt edDat a.

Cont ent Recei ver

Attribute URI indicates the URL of the service provider

Conversationld

Conversationld (cf. Section 3.3)

Creation

Time stamp Time of presentation at the intermediary's
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Name

Meaning

CRL

Contains the date of the CRL that has been used for the
online validity check

Desi r edLanguages

Languages that the client prefers for textual
acknowledgements. If possible, a supplier should take this
information into consideration

exi tDi al og

Indicates a dialog exit request

Feedback

Acknowledgement of a supplier to a client (cf. Section 5.2)

fetchDel i very

Indicates a delivery request

f et chProcessCar d

Indicates a fetch process card request

forwardDel i very

Indicates a forwarding delivery request

For war di ng

Time stamp Forwarding to recipient

get Messagel d

Indicates a messageld request

i nitDi al og

Indicates a dialog init request

I nspection

Entry in the check protocol of a certificate

I nspecti onReport

Check protocol for the certificates contained in a request

Intermedi aryCertifica
tes

Certificates of the intermediary

LDAP Indicates that the online validity check was performed using
LDAP
Mat hResul t The attribute Resul t indicates the result of the signature

verification of the certificate

medi at eDel i very

Indicates a mediate delivery request

Messagel d

Messageld (cf. Section 3.4)

Nonl nt er medi aryCerti f
i cates

Certificates of users, authors and readers

OCSP

Contains the OCSP response within the online validity check
for a certificate

O flineResult

The attribute Resul t indicates the result of the off-line
validity check for the certificate

Onl i neResul t

The attribute Resul t indicates the result of the online
validity check for the certificate

ProcessCar d

Process card in which the intermediary records the way of a
delivery from the sender to the recipient

Pr ocessCar dBundl| e

Process card container

processDel i very

Indicates a processing request
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Name

Meaning

Qual i tyOF Ti mest anp

Indicates the desired quality of a time stamp on the process
card. Depending on the value of the attribute actor, it refers
either to the time stamp Time of presentation at the
intermediary's

(actor="http://ww. osci . de/ 2002/ 04/ osci #cr eat
i on") or to the time stamp Time of acknowledging the
receipt by the recipient

(actor="http://ww. osci . de/ 2002/ 04/ osci #r ecep
ti on"). The desired quality is indicated in the attribute
Quality. Possible values are:

http: // ww. osci . de/ 2002/ 04/ osci #cr ypt ogr aphi c
(a cryptographic time stamp is required) or

http://ww. osci . de/ 2002/ 04/ osci #pl ai n (system
time is sufficient)

Quantity

The attribute Li m t of this element indicates the maximum
number of process cards to be returned

Recent Mbdi fi cati on

Time of the latest modification of a process card

Recepti on

Time stamp Time of acknowledging the receipt by the
recipient

Recepti onCOf Del i very

Time of presentation at the intermediary

Repl yProcessCar dBundl
e

Process card container for the delivery in the mediate
delivery response

Request ProcessCar dBun
dl e

Process card container for the delivery in the mediate
delivery request

Response

Response value (cf. Section 4.5)

responseToAccept Del i v
ery

Indicates an acceptance response

responseToExi t Di al og

Indicates a dialog exit response

responseToFet chDel i ve
ry

Indicates a fetch delivery response

responseToFet chProces
sCard

Indicates a fetch process card response

responseToForwar dDel i
very

Indicates a forwarding delivery response

responseToGet Messagel
d

Indicates a Messageld response

responseTol ni t Di al og

Indicates a dialog init response

responseToMedi at eDel i
very

Indicates a mediate delivery response
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Name

Meaning

responseToProcessDel i
very

Indicates a processing response

responseToSt oreDel i ve
ry

Indicates a delivery response

Sel ecti onRul e

Selection criterion for deliveries or process cards

SequenceNunber

SequenceNumber (cf. Section 3.3)

SignatureCertificateA
ddr esse

If along with the request or response a delivery is sent:
Signature certificate of the recipient. Otherwise: Signature
certificate of the user as the addressee of the request or
response

SignatureCertificatel
nt er nredi ary

Signature certificate of the intermediary.

This element is present in each signed request and in each
signed response of the intermediary

Si gnatureCertificateO
ri gi nator

If along with the request or response a delivery is sent:
Signature certificate of the sender. Otherwise: Signature
certificate of the user as the sender of the request or
response.

This element is present in all the requests and responses
that contain deliveries with signed content data. Furthermore
this element is in each signed request and in each signed
response of a user.

SignatureCertificateO
t her Aut hor

Signature certificate of an author who is not the sender of a
delivery

SignatureCertificateO
t her Reader

Signature certificate of a reader who is not the recipient of a
delivery

storeDel i very

Indicates a delivery request

Subj ect

Subject of a delivery

Suppl i er Si gnature

Signature of a supplier for the response

Text

Acknowledgement text (cf. Section 5.2)

Ti mest anp

Time of the certificate check

X509] ssuer Nane

Issuer of the checked certificate

X509Ser i al Nunber

Serial number of the checked certificate

6.3

Global Type Definitions

For the global type definitions and abstract type templates the following schema is valid:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schemas. xm soap. or g/ soap/ envel ope/"
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xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"

el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="htt p://ww. w3. or g/ XM_/ 1998/ nanespace"

schemalLocati on="http://ww. w3. or g/ 2001/ xm . xsd" />

<xsd:inport nanespace="htt p://wwv. w3. or g/ 2000/ 09/ xmi dsi g#"

schemalLocati on="http://ww. w3. or g/ TR/ 2001/ CR- xnl dsi g- cor e-
20010419/ xm dsi g- cor e- schema. xsd" />

<xsd:inport nanespace="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"

schemalLocati on="http://ww. w3. or g/ TR/ xnl enc- cor e/ xenc- schena. xsd" />

<xsd:inport nanespace="htt p://schenas. xnm soap. or g/ soap/ envel ope/"

schemalLocati on="http://schemas. xm soap. or g/ soap/ envel ope/" />

<xsd: annot at i on>
<xsd: docunent ati on xm : | ang="de" >
OSCl 1.2 - general types and structures
$RCSfile: order.xsd,v $, $Revision: 1.20 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### gl obal sinple types ### -->

<xsd: si npl eType nane="LanguagesLi st Type" >
<xsd:list itenflype="xsd: | anguage" />
</ xsd: si npl eType>

<xsd: si npl eType nane="Messagel dType" >
<xsd:restriction base="xsd: base64Bi nary" >
</ xsd:restriction>

</ xsd: si npl eType>

<xsd: si npl eType nane="Nunber" >
<xsd:restriction base="xsd: NMTOKEN' >
<xsd: pattern val ue="\d+" />
</ xsd:restriction>
</ xsd: si npl eType>

<I-- ### gl obal conplex types and tenpl ates ### -->
<l -- ### comon types ### -->

<xsd: conpl exType nane="CertificateType">
<xsd: conpl exCont ent >
<xsd: restriction base="ds: Keyl nf oType" >
<xsd: sequence>
<xsd: choi ce>
<xsd: el ement ref="ds: X509Dat a" />
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</ xsd: choi ce>
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="optional" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Cert TypeType" >
<xsd: attri bute nane="Type" use="required">
<xsd: si npl eType>
<xsd: restriction base="xsd: string">
<xsd: enunerati on val ue="advanced" />
<xsd: enuner ati on val ue="qualified" />
<xsd: enunerati on val ue="unknown" />
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd: conpl exType>

<xsd: conpl exType nane="acknow edgenent EntryType" >
<xsd: sequence>
<xsd: el ement name="Code" type="osci: Nunber" />
<xsd: el enrent name="Text" type="xsd:string" />
</ xsd: sequence>
<xsd:attribute ref="xm:Ilang" use="optional" />
</ xsd: conpl exType>

<xsd: conpl exType nane="acknow edgenent Type" >
<xsd: sequence>
<xsd: el enent name="Entry" type="osci:acknow edgenent EntryType"
maxQccur s="unbounded" />
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="I|nspectionType">
<xsd: sequence>
<xsd: el ement name="Ti mest anp" type="osci: Ti nestanpType" />
<xsd: el enrent name="X509] ssuer Nane" type="xsd:string" />
<xsd: el ement name="X509Ser i al Nunber" type="xsd:integer" />
<xsd: el emrent nanme="Cert Type" type="osci: CertTypeType" />
<xsd: el enrent name="Mat hResul t" type="osci: Mat hResul t Type" />

<xsd: el enent name="COflineResult" type="osci:OflineResultType" />

<xsd: el emrent nanme="OnlineResult" type="osci: OnlineResultType"
m nCccur s="0" />
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="I| nspecti onReport Type" >
<xsd: sequence>
<xsd: el emrent name="I| nspection" type="osci:|nspectionType"
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m nCccur s="0" maxCccur s="unbounded" />
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="Mat hResul t Type" >
<xsd: attribute nane="Result" use="required">
<xsd: si npl eType>
<xsd: restriction base="xsd: string">
<xsd: enunerati on val ue="ok" />
<xsd: enuner ati on val ue="corrupted" />
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: attribute>
</ xsd: conpl exType>

<xsd: conpl exType nanme="O fli neResul t Type">
<xsd: attribute nane="Result" use="required">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: enuneration val ue="valid" />
<xsd: enuneration val ue="invalid" />
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd: conpl exType>

<xsd: conpl exType nane="Onl i neResul t Type" >
<xsd: choi ce>
<xsd: el ement name="0OSCP" type="xsd: base64Bi nary"
<xsd: el emrent name="CRL" type="xsd: dateTi ne" />
<xsd: el emrent name="LDAP" >
<xsd: conpl exType />
</ xsd: el enent >
</ xsd: choi ce>
<xsd: attribute nane="Result" use="required">
<xsd: si npl eType>
<xsd: restriction base="xsd:string">
<xsd: enuner ati on val ue="ok" />
<xsd: enuneration val ue="revoked" />
</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd: conpl exType>

<xsd: conpl exType nane="Ti nest anpType" >
<xsd: choi ce>

<xsd: el enrent nanme="Pl ai n" type="xsd: dateTi ne" />

<xsd: el enent name="Crypt ogr aphi c">
<xsd: conpl exType>
<xsd: si npl eCont ent >

/>
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<xsd: ext ensi on base="xsd: base64Bi nary" >
<xsd: attribute nane="Al gorith" type="xsd:anyURl" />
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: choi ce>
</ xsd: conpl exType>

<xsd: conpl exType nanme="Cont ent Type" >
<xsd: sequence>
<xsd: any nanespace="##any" m nCccurs="0" maxQccur s="unbounded" />
</ xsd: sequence>
<xsd: anyAttri bute namespace="##any" />
</ xsd: conpl exType>

<xsd: conpl exType nane="Cont ent Cont ai ner Type" >
<xsd: sequence>
<xsd: el ement ref="ds: Si gnature"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: el enrent nanme="Content" type="osci: ContentType" m nCccurs="0" />
<xsd: el ement ref="xenc: Encrypt edDat a"
m nCccur s="0" maxCQccur s="unbounded" />
</ xsd: sequence>
</ xsd: conpl exType>

<I-- ### common tenpl ates ### -->

<xsd: conpl exType nane="ProcessCar dBundl eTenpl at e" abstract="true">
<xsd: sequence>
<xsd: el emrent name="Messagel d" type="osci: Messagel dType" />
<xsd: el ement name="ProcessCard" type="osci:ProcessCardTenpl ate" />
<xsd: el enrent name="I| nspecti onReport"
type="osci : I nspecti onReport Type" />
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="ProcessCardTenpl ate" abstract="true">
<xsd: sequence>
<xsd: el emrent name="Creation" type="osci: Ti mestanpType"
m nCccur s="0" />
<xsd: el enrent name="Forwardi ng" type="osci: Ti nestanpType"
nm nCccur s="0" />
<xsd: el ement nanme="Reception" type="osci: Ti nestanpType"
m nCccur s="0" />
<xsd: el ement nanme="Subj ect" type="xsd:string"
m nCccur s="0" />
</ xsd: sequence>
<xsd: attribute nane="Recent Mbdi fi cati on" type="xsd: dateTi ne"
use="required"/>
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</ xsd: conpl exType>
<I-- ### SOAP header and body bl ock types ### -->

<xsd: conpl exType nanme="Si gnat ur eBl ockType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enent ref="ds: Signature" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="DesiredLanguagesType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: attri bute nane="LanguagesLi st" use="required">
<xsd: si npl eType>
<xsd: restriction base="osci: LanguagesLi st Type" >
<xsd: mi nLengt h val ue="1" />
</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Qual i t yOf Ti nest anpType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: attribute nane="Service" use="required">
<xsd: si npl eType>
<xsd: restriction base="xsd:string">
<xsd: enunerati on val ue="creation" />
<xsd: enuner ati on val ue="reception" />
</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
<xsd:attribute nane="CQuality" use="required">
<xsd: si npl eType>
<xsd:restriction base="xsd: string">
<xsd: enuneration val ue="plain" />
<xsd: enuner ati on val ue="crypt ographic" />
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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<xsd: conpl exType nane="Cont ent PackageType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t BodyBl ockTenpl at e" >
<xsd: sequence>
<xsd: el enent ref="xenc: Encrypt edDat a"
m nQccur s="0" maxCccur s="unbounded" />
<xsd: el emrent name="Cont ent Cont ai ner"
t ype="osci : Cont ent Cont ai ner Type"
m nQccur s="0" maxCccur s="unbounded" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I-- ### SOAP header and body tenpl ates ### -->

<xsd: conpl exType nane="Gener al Header Bl ockTenpl at e" abstract="true">
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
<xsd: attribute ref="soap: nust Under st and" fixed="1" use="required" />
</ xsd: conpl exType>

<xsd: conpl exType nane="Def aul t Header Bl ockTenpl at e" abstract="true">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Gener al Header Bl ockTenpl at e" >
<xsd: attribute ref="soap: actor"
fixed="http://schemas. xm soap. or g/ soap/ act or/ next"
use="required"/>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Gener al BodyBl ockTenpl at e" abstract="true">
</ xsd: conpl exType>

<xsd: conpl exType nane="Def aul t BodyBl ockTenpl ate" abstract="true">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t BodyBl ockTenpl at e" >
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Control Bl ockTenpl at e" abstract="true">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enrent nanme="Response" type="xsd:string" m nCccurs="0" />
<xsd: el enent name="Chal | enge" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
<xsd: attri bute nane="Conversationld" type="osci: Nunber"
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use="optional " />
<xsd: attribut e nane="SequenceNunber" type="osci: Nunber"
use="optional " />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Intermedi aryCertificatesTenpl ate" abstract="true">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Gener al Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enent name="Ci pherCertificatel nternedi ary"
type="osci: CertificateType" mnmi nCccurs="0" />
<xsd: el enrent name="Si gnatureCertificatel nternediary"
type="osci: CertificateType" m nCccurs="0" />
</ xsd: sequence>
<xsd: attribute ref="soap: actor"
fixed="http://ww. w3. or g/ 2001/ 12/ soap- envel ope/ act or/ none"
use="required"/>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt er medi aryCertifi catesTenpl ate"
abstract="true">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Gener al Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enrent nanme="Ci pherCertificateOigi nator"
type="osci: CertificateType" m nCccurs="0" />
<xsd: el ement name="Ci pherCertificateQ her Aut hor"
type="osci: CertificateType"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: el emrent nanme="Ci pherCertifi cat eAddr essee"
type="osci: CertificateType" mi nCccurs="0" />
<xsd: el ement name="Ci pherCertificateQ her Reader"
type="osci: CertificateType"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: el enent name="Si gnatureCertificateOi gi nator"
type="osci: CertificateType" mi nCccurs="0" />
<xsd: el enrent name="Si gnatureCertificateQ her Aut hor"
type="osci: CertificateType"
m nQccur s="0" maxCccur s="unbounded" />
</ xsd: sequence>
<xsd: attribute ref="soap: actor"
fixed="http://ww. w3. or g/ 2001/ 12/ soap- envel ope/ act or/ none"
use="required"/>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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</ xsd: schema>

6.4  Adaption of XML Signature
For the use of XML Signature in OSCI Transport the following restrictions are valid:

<xsd: schena t ar get Nanmespace="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="htt p://wwv. w3. or g/ 2001/ 04/ xm enc#"
schemalLocati on="o0sci enc. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - restriction on XM. Si gnature
$RCSfile: oscisig.xsd,v $, $Revision: 1.7 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<l -- ### redefinitions ### -->

<xsd: redefi ne schemaLocati on="http://ww. w3. org/ TR/ 2001/ CR- xnl dsi g- cor e-
20010419/ xm dsi g- cor e- schenma. xsd" >

<xsd: conpl exType nane="Keyl nf oType" >
<xsd: conpl exCont ent >
<xsd: restriction base="ds: Keyl nf oType" >
<xsd: choi ce>
<xsd: el ement ref="xenc: Encrypt edkey" />
<xsd: el ement ref="ds: Retrieval Met hod" />
<xsd: el ement ref="ds: X509Dat a" />
</ xsd: choi ce>
<xsd: attribute nane="1d" type="xsd:|D' use="optional" />
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Ref erenceType" >
<xsd: conpl exCont ent >
<xsd:restriction base="ds: Ref erenceType" >
<xsd: sequence>
<xsd: el ement ref="ds: Transfornms" />
<xsd: el enent ref="ds: D gest Met hod" />
<xsd: el ement ref="ds: Di gest Val ue" />
</ xsd: sequence>
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<xsd:attribute name="URI" type="xsd:anyURl " use="optional" />

</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Si gnat ur eType" >
<xsd: conpl exCont ent >
<xsd: restriction base="ds: Si gnat ureType" >
<xsd: sequence>
<xsd: el ement ref="ds: Si gnedl nfo" />
<xsd: el ement ref="ds: Si gnat ureVal ue" />
<xsd: el enent ref="ds: Keylnfo" />
<xsd: el ement ref="ds: Cbj ect"
m nCccur s="0" maxQccur s="unbounded" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Si gnat ur eVal ueType" >
<xsd: si npl eCont ent >
<xsd: restriction base="ds: Si gnat ur eVal ueType" >

<xsd: attribute nane="1d" type="xsd:|D' use="optional" />

</xsd:restriction>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Retri eval Met hodType" >
<xsd: conpl exCont ent >
<xsd: restriction base="ds: Retri eval Met hodType" >

<xsd:attribute nane="URI" type="xsd:anyURlI" use="required" />

<xsd: attri bute nane="Type">
<xsd: si npl eType>
<xsd: restriction base="xsd: anyURl ">
<xsd: enuner ati on

val ue="htt p: / / www. W3. or g/ 2000/ 09/ xm dsi g#X509Dat a" />

</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="X509Dat aType" >
<xsd: conpl exCont ent >
<xsd: restriction base="ds: X509Dat aType" >
<xsd: sequence maxCccurs="1">

<xsd: el enent nanme="X509Certificate" type="xsd: base64Bi nary" />

</ xsd: sequence>
</xsd:restriction>
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</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Canoni cal i zati onMet hodType" >
<xsd: conpl exCont ent >
<xsd: restriction base="ds: Canoni cal i zati onMet hodType" >
<xsd: attribute nane="Al gorithm' use="required">
<xsd: si npl eType>
<xsd: restriction base="xsd: anyURl " >
<xsd: enuner ati on
val ue="http://ww. w3. or g/ TR/ 2001/ REC- xm - c14n- 20010315"
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Di gest Met hodType" >
<xsd: conpl exCont ent >
<xsd: restriction base="ds: D gest Met hodType" >
<xsd: attribute nane="Al gorithm' use="required">
<xsd: si npl eType>
<xsd: restriction base="xsd: anyURl " >
<xsd: enuner ati on
val ue="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#shal" />
<xsd: enuner ati on
val ue="htt p: // ww. osci . de/ 2002/ 04/ osci #ri pend160" />
</xsd:restriction>
</ xsd: si npl eType>
</xsd: attribute>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Si gnat ur eMet hodType" >
<xsd: conpl exCont ent >
<xsd: restriction base="ds: Si gnat ur eMet hodType" >
<xsd: attribute nane="Al gorithm' use="required">
<xsd: si npl eType>
<xsd: restriction base="xsd: anyURl ">
<xsd: enuner ati on
val ue="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal" />
<xsd: enuner ati on

val ue="htt p://ww. osci . de/ 2002/ 04/ osci #rsa-ri pend160" />

</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</xsd:restriction>
</ xsd: conpl exCont ent >

/>
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</ xsd: conpl exType>
</ xsd: r edef i ne>

</ xsd: schema>

This schema allows especially to use a signature of type XAdES (cf. [XADES]) as signature
for content data.

On the business transaction level the signatures in the elements ds: Si gnat ur e can refer to
any elements of the enclosing content data container.

The signature of a request refers to all the elements that are lying parallel to
osci : O ient Si gnat ur e in the soap: Header , as well as to the element soap: Body.

The signature of a response refers to all the elements that are lying parallel to
osci : Suppl i er Si gnat ur e in the soap: Header , as well as to the element soap: Body.

The element ds: Keyl nf o within the element ds: Si gnat ur e refers to a certificate within
the same request or within the same response.

6.5 Adaption of XML Encryption
For use of XML Encryption in OSCI Transport the following restrictions are valid:

<xsd: schena t ar get Namespace="http://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_Schena"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
el ement For mDef aul t ="qual i fi ed">

<xsd: annot at i on>
<xsd: docunent ati on xm : | ang="de" >
OSCl 1.2 - restriction on XML Encryption
$RCSfile: oscienc.xsd,v $, $Revision: 1.6 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<! -- ### redefinitions ### -->

<xsd: r edef i ne
schemalLocati on="http://ww. w3. or g/ TR/ xnl enc- cor e/ xenc- schema. xsd" >

<xsd: conpl exType nane="Encrypti onMet hodType" >
<xsd: conpl exCont ent >
<xsd: restriction base="xenc: Encrypti onMet hodType" >
<xsd: sequence>
<xsd: el emrent nanme="KeySi ze" mi nCccurs="0"
type="xenc: KeySi zeType" />
</ xsd: sequence>
<xsd: attribute nane="Al gorithm' use="required">
<xsd: si npl eType>
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<xsd: restriction base="xsd: anyURl ">
<xsd: enuner ati on
val ue="htt p: //ww. wW3. or g/ 2001/ 04/ xm enc#tri pl edes-cbc" />
<xsd: enuner ati on
val ue="htt p: //ww. wW3. or g/ 2001/ 04/ xm enc#aes128- cbc" />
<xsd: enuner ati on
val ue="ht t p: / / ww. w3. or g/ 2001/ 04/ xm enc#aes192-chc" />
<xsd: enuner ati on
val ue="htt p: // www. W3. or g/ 2001/ 04/ xm enc#aes256- cbc" />
<xsd: enuner ati on
val ue="htt p: //ww. wW3. or g/ 2001/ 04/ xm enc#rsa-1_5" />
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Ci pher Ref er enceType" >
<xsd: conpl exCont ent >
<xsd: restriction base="xenc: C pher Ref erenceType" >
<xsd:attribute nane="URI" type="xsd:anyURlI" use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Encrypt edDat aType" >
<xsd: conpl exCont ent >
<xsd: restriction base="xenc: Encrypt edDat aType" >
<xsd: sequence>
<xsd: el emrent name="Encrypti onMet hod"

t ype="xenc: Encrypti onMet hodType" mi nCccurs="0" />
<xsd: el enent ref="ds: Keyl nfo" m nCccurs="0" />
<xsd: el ement ref="xenc: C pherData" m nCccurs="1" />

</ xsd: sequence>
<xsd: attribute nane="M neType" type="xsd:string" use="optional"
/>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Encrypt edKeyType" >
<xsd: conpl exCont ent >
<xsd: restriction base="xenc: Encrypt edKeyType" >
<xsd: sequence>
<xsd: el ement name="Encrypti onMet hod"

t ype="xenc: Encrypti onMet hodType" mi nCccurs="1" />
<xsd: el enent ref="ds: Keyl nfo" m nCccurs="1" />
<xsd: el ement ref="xenc: C pherData" mi nCccurs="1" />

</ xsd: sequence>
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</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schema>

In the encryption of content data, the encryption information in the elements
xenc: Encr ypt edDat a can refer to any content data containers and attachments that are in
the same delivery as the element xenc: Encr ypt edDat a.

6.6 Requests and Responses
In OSCI Transport clients can send requests of the following types:

e Dialog init request: A client opens an explicit dialog with a supplier.
o Dialog exit request. A client closes an explicit dialog with a supplier.
o Messageld request. A user orders a Messageld at the intermediary.

o Delivery request. A user sends a delivery to an intermediary, so that the latter will have it
ready for collection by another user.

o fetch delivery request. A user collects a delivery at an intermediary's that another user
has handed in before by means of a delivery request.

o [etch process card request. A user collects one or several process cards at an
intermediary's. In a process card the way of a delivery from a sender to a recipient is
recorded.

e Forwarding delivery request: A user sends a delivery to an intermediary, so that the latter
will forward it to a service provider.

e Acceptance request. An intermediary sends a delivery to a service provider.

e Mediate delivery request. A user sends a delivery to an intermediary, so that the latter will
forward it to a service provider. The user expects in the intermediary's response a
delivery of the service provider.

e Processing request. An intermediary asks a service provider to handle a delivery of a
user and to supply another delivery as a reaction.

A supplier reacts to each request of a client with the corresponding response type.

6.6.1 Dialog Init Request
A dialog init request is realised as SOAP envelope.

The following example explains the structure of a dialog init request:

<?xm version="1.0" encodi ng="UTF-8"?>

<I-- XM.-Beispiel OSCI 1.2 Dialoginitialisierungsauftrag -->
<l-- $RCSfile: InitDialog.xm,v $, $Revision: 1.8 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
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xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xsi : schemalLocati on="http://schemas. xm soap. or g/ soap/ envel ope/
soapl ni t D al og. xsd
htt p: // ww. w3. or g/ 2000/ 09/ xml dsi g# osci si g. xsd
http://ww. w3. org/ 2001/ 04/ xm enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xn soap. or g/ soap/ act or/ next" >
<osci : Chal | enge>AAQCAEMNTCZt uMFQxDSa</ osci : Chal | enge>
</ osci : Control Bl ock>
<osci : Desi redLanguages |d="XREF-0002" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
LanguagesLi st="de en-US" />
<osci : Nonl nternmedi aryCertificates |d="XREF-0010"
soap: nust Under st and="1"
soap: actor="http://ww. w3. org/ 2001/ 12/ soap- envel ope/ act or/ none" >
<osci : G pherCertificateCOiginator>
<ds: X509Dat a>
<ds: X509Certificate>
Chiffrierzertifikat/Benutzer/Base64codi ert
</ ds: X509Certificate>
</ ds: X509Dat a>
</ osci: G pherCertificateOigi nator>
</ osci : Nonl nternedi aryCertificates>
</ soap: Header >
<soap: Body | d="XREF-0100" >
<osci:initDialog />
</ soap: Body>
</ soap: Envel ope>

A dialog init request conforms to the following schemas.

e Adaption of a SOAP envelope for dialog init requests:

<xsd: schenma t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="htt p://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://wwmv. osci.de/ 2002/ 04/ osci "
schemalLocati on="1Ini t Di al og. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xn : | ang="de" >
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OSCl 1.2 - dialog init request SQOAP-Envel ope
$RCSfile: soaplnitDialog.xsd,v $, $Revision: 1.6 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schenmalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<I-- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el ement ref="soap: Header" mi nCccurs="1" />
<xsd: el enment ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd:restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el enment ref="osci:CientSignature" m nCccurs="0" />
<xsd: el enent ref="osci: DesiredLanguages" />
<xsd: el enment ref="osci:NonlnternediaryCertificates" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxCOccur s=" unbounded"
processCont ent s="| ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el ement ref="osci:initD al og" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>
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</ xsd: schema>

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "

xm ns: xsd="ht t p: / / wwwv. w3. or g/ 2001/ XM_Schena"

xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

xm ns: xenc="htt p: //wmw. wW3. or g/ 2001/ 04/ xm enc#"

xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "

Schema for dialog init requests:

attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schemalLocati on="order. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - dialog init request
$RCSfile: InitDial og. xsd,v $, $Revi sion
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >

<xsd: restriction base="osci: Control Bl ockTenpl at e" >

<xsd: sequence>

<xsd: el ement nanme="Chal | enge" type="xsd: string"

</ xsd: sequence>

<xsd: attri bute nane="Conversationld" type="osci: Nunber"

use="prohi bited" />

<xsd: attribute nane="SequenceNunber" type="osci: Nunber"

use="prohi bited" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt ermedi aryCertifi catesType">

<xsd: conpl exCont ent >

<xsd:restriction base="osci: Nonl ntermedi aryCertificatesTenpl ate">

<xsd: sequence>

<xsd: el enent nanme="Ci pherCertificateOigi nator"

type="osci: CertificateType" />

<xsd: el ement nanme="Si gnatureCertificateOiginator"

1.5 %

type="osci: CertificateType" m nCccurs="0"

</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >

m nCccur s="1"

/>
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</ xsd: conpl exType>

<xsd: conpl exType nane="initDi al ogType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t BodyBl ockTenpl at e" >
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I-- ### gl obal types ### -->

<I-- ### gl obal el enents SOAP- Header ### -->

<xsd: el emrent name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el emrent name="d i ent Si gnature" type="osci: Si gnatureBl ockType" />
<xsd: el ement name="Desir edLanguages" type="osci: DesiredlLanguagesType" />

<xsd: el enrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el enents SOAP-Body ### -->
<xsd: el emrent name="initD al og" type="osci:initD al ogType" />

</ xsd: schenma>

e Adaption of XML Signature (cf. Section 6.4)

6.6.2 Dialog Init Response
A dialog init response is realised as SOAP envelope.

The following example explains the structure of a dialog init response:

<?xm version="1.0" encodi ng="UTF-8"?>

<!-- XM.-Beispiel OSCI 1.2 Dialoginitialisierungsantwort -->
<!-- $RCSfile: ResponseTolnitDi alog.xm,v $, $Revision: 1.8 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "

xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"

xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xsi : schemalLocati on="http://schenmas. xm soap. or g/ soap/ envel ope/
soapResponseTol ni t D al og. xsd
htt p: // wwv. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
http://ww. w3. org/ 2001/ 04/ xm enc# osci enc. xsd" >

<soap: Header >
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<osci : Control Bl ock |d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversati onl d="87634586123" >
<osci : Response>AAQCAEMTCZt uMFQXDSa</ osci : Response>
<osci : Chal | enge>345nchf cf oqc5df g</ osci : Chal | enge>
</ osci : Control Bl ock>
</ soap: Header >
<soap: Body | d=" XREF- 0100" >
<osci : responseTol ni t Di al og>
<osci : acknow edgenent >
<osci:Entry xm:lang="de">
<osci : Code>0801</ osci : Code>
<osci : Text >Auftrag ausgefihrt, Dialog weiterhin
geof f net </ osci : Text >
</ osci: Entry>
</ osci : acknow edgenent >
</ osci : responseTol ni t Di al og>
</ soap: Body>
</ soap: Envel ope>

A dialog init response conforms to the following schemas.

e Adaption of a SOAP envelope for dialog init responses:

<xsd: schenma t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="http://schermas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://wwmv. osci.de/ 2002/ 04/ osci "
schemalLocati on="ResponseTol ni t Di al og. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - dialog init response SOAP-Envel ope
$RCSfi |l e: soapResponseTol nitDi al og. xsd,v $, $Revision: 1.6 $
</ xsd: docunent at i on>
</ xsd: annot at i on>
<I-- ### restrictions ### -->
<xsd: redefi ne schemalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">

<I-- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
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<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el ement ref="soap: Header" mi nCccurs="1" />
<xsd: el enment ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />

<xsd: el ement ref="osci: SupplierSignature” m nCccurs="0" />

<xsd: el ement ref="osci:|nternmediaryCertificates"
m nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded"
processCont ent s="| ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el ement ref="o0sci:responseTol nitDi al og" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schema>

e Schema for dialog init responses:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns:osci ="http://ww. osci.de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"

52
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el ement For mDef aul t ="qual i fi ed">
<xsd: i ncl ude schemalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xn : | ang="de" >
OSCl 1.2 - dialog init response
$RCSfi | e: ResponseTol nitDial og. xsd,v $, $Revision: 1.5 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<l -- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enent nanme="Response" type="xsd:string" m nCccurs="1" />
<xsd: el emrent name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attri bute nane="Conversationld" type="osci: Nunber"
use="required"/>
<xsd: attri but e nane="SequenceNunber" type="osci: Nunber"
use="prohi bited" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Int ernmedi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci:InternediaryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el enent nanme="Si gnatureCertificatelnternediary"
type="osci: CertificateType" mnmi nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseTol ni t Di al ogType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t BodyBl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="acknow edgenent "
type="osci : acknowl edgenent Type" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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<! -- ### gl obal types ### -->

<I-- ### gl obal el enents SOAP- Header ### -->

<xsd: el emrent name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el ement name="SupplierSi gnature" type="osci: Si gnatureBl ockType" />

<xsd: el enrent name="Internedi aryCertificates"
type="osci:InternediaryCertificatesType" />

<I-- ### gl obal el enents SOAP-Body ### -->

<xsd: el enrent nanme="r esponseTol ni t Di al og"
type="osci : responseTol ni t Di al ogType" />

</ xsd: schema>

e Adaption of XML Signature (cf. Section 6.4)

6.6.3 Dialog Exit Request
A dialog exit request is realised as SOAP envelope.

The following example explains the structure of a dialog exit request:

<?xm version="1.0" encodi ng="UTF-8"?>

<!-- XM.-Beispiel OsCl 1.2 Dial ogendeauftrag -->
<l-- $RCSfile: ExitDialog.xm,v $, $Revision: 1.9 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xsi : schemalLocati on="htt p://schenas. xnl soap. or g/ soap/ envel ope/
soapExi t D al og. xsd
htt p://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
htt p: // wwv. w3. or g/ 2001/ 04/ xml enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="5">
<osci : Response>AAQCAEMTCZt uMFQXDSa</ osci : Response>
<osci : Chal | enge>345nchf cf oqc5df g</ osci : Chal | enge>
</ osci : Cont r ol Bl ock>
<osci : Desi redLanguages |d="XREF-0002" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
LanguagesLi st="de en-US" />
</ soap: Header >
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<soap: Body | d="XREF-0100" >
<osci:exitDialog />
</ soap: Body>
</ soap: Envel ope>

A dialog exit request conforms to the following schemas.

e Adaption of a SOAP envelope for dialog exit requests:

<xsd: schenma t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="ht t p: / / wwwv. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://www. W3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="htt p://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://wwmv. osci.de/ 2002/ 04/ osci "
schemalLocati on="Exi t Di al og. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xni : | ang="de" >
OSCl 1.2 - dialog exit request SOAP-Envel ope
$RCSfi |l e: soapExitDial og. xsd,v $, $Revision: 1.6 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schemalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<l -- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd:restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el enent ref="soap: Header" m nCccurs="1" />
<xsd: el ement ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nanme="Header" >
<xsd: conpl exCont ent >
<xsd: restricti on base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
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<xsd: el ement ref="osci:CientSignature"
<xsd: el enment ref="osci: DesiredLanguages" />
<xsd: el enent ref="o0sci:NonlnternediaryCertificates"

m nCccur s="0" />

m nCccur s="0" />

<xsd: any namespace="##ot her" mi nCccurs="0"
maxQccur s=" unbounded"

processCont ent s="1ax" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>

<xsd: el ement ref="osci:exitDhi al og" />

</ xsd: sequence>

<xsd:attribute name="1d" type="xsd:|D' use

</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redef i ne>

</ xsd: schenma>

Schema for dialog exit requests:

="required" />

<xsd: schena t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "

xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schena"

xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

xm ns: xenc="htt p: //wmw. wW3. or g/ 2001/ 04/ xm enc#"

xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "

attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schemalLocati on="order. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - dialog exit request
$RCSfile: ExitDial og.xsd,v $, $Revi sion
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >

1.5 %
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<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="Response" type="xsd:string" m nCccurs="1" />
<xsd: el emrent name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="required"/>
<xsd: attri bute nane="SequenceNunber" type="osci: Nunber"
use="required"/>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt er medi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Nonl nternedi aryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el ement nanme="Si gnatureCertificateOiginator"
type="osci: CertificateType" mi nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="exitDi al ogType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t BodyBl ockTenpl at e" >
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<I-- ### gl obal types ### -->
<I-- ### gl obal el enents SOAP- Header ### -->
<xsd: el ement name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el enent name="C i ent Si gnature" type="osci:Si gnatureBl ockType" />

<xsd: el emrent name="Desi r edLanguages" type="osci: DesiredlLanguagesType" />

<xsd: el emrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el ements SOAP-Body ### -->
<xsd: el enrent name="exit D al og" type="osci:exitD al ogType" />

</ xsd: schenma>
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e Adaption of XML Signature (cf. Section 6.4)

6.6.4 Dialog Exit Response
A dialog exit response is realised as SOAP envelope.

The following example explains the structure of a dialog exit response:

<?xm version="1.0" encodi ng="UTF-8"?>

<!-- XM.-Beispiel OsSCl 1.2 D al ogendeantwort -->
<!-- $RCSfile: ResponseToExitDialog.xm,v $, $Revision: 1.8 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="http://www. w3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="http://schenmas. xm soap. or g/ soap/ envel ope/
soapResponseToExi t Di al og. xsd
htt p: // wwv. w3. or g/ 2000/ 09/ xml dsi g# osci si g. xsd
http://ww. w3. org/ 2001/ 04/ xm enc# osci enc. xsd">
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="6">
<osci : Response>345nchf cf oqchdf g</ osci : Response>
</ osci : Cont r ol Bl ock>
</ soap: Header >
<soap: Body | d="XREF- 0100" >
<osci : responseToExi t Di al og>
<osci : acknow edgenent >
<osci:Entry xm:lang="de">
<osci : Code>0800</ osci : Code>
<osci: Text >Auftrag ausgefihrt, D al og beendet </ osci: Text>
</ osci:Entry>
</ osci : acknow edgenent >
</ osci : responseToExi t Di al og>
</ soap: Body>
</ soap: Envel ope>

A dialog exit response conforms to the following schemas.

e Adaption of a SOAP envelope for dialog exit responses:

<xsd: schenma t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="htt p://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
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attri but eFor nDef aul t =" unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci.de/ 2002/ 04/ osci"
schemalLocati on="ResponseToExi t Di al og. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xm : | ang="de" >
OSCl 1.2 - dialog exit response SOAP-Envel ope
$RCSfil e: soapResponseToExitDial og. xsd,v $, $Revision: 1.6 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schemalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<l -- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el enent ref="soap: Header" m nCccurs="1" />
<xsd: el ement ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd:restricti on base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el enent ref="osci: SupplierSignature" m nCccurs="0" />
<xsd: el ement ref="osci:|ntermediaryCertificates"
m nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s=" unbounded"
processCont ent s="| ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
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<xsd: el ement ref="osci:responseToExitDi al og" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schema>

e Schema for dialog exit responses:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://www. W3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schemalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xn : | ang="de" >
OSCl 1.2 - dialog exit response
$RCSfi | e: ResponseToExitDial og. xsd,v $, $Revision: 1.5 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd:restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enent nanme="Response" type="xsd:string" m nCccurs="1"
<xsd: el ement nanme="Chal | enge" type="xsd:string"
nm nCccur s="0" maxCccurs="0" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="required"/>
<xsd: attri bute nane="SequenceNunber" type="osci: Nunber"
use="required"/>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Int ernmedi aryCertificatesType">

/>
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<xsd: conpl exCont ent >
<xsd: restriction base="osci:InternediaryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el ement name="Si gnatureCertificatelnternedi ary"
type="osci: CertificateType" mi nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseToExit Di al ogType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t BodyBl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="acknow edgenent "
type="osci : acknow edgenent Type" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I-- ### gl obal types ### -->

<I-- ### gl obal el enents SOAP- Header ### -->

<xsd: el emrent name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el ement name="SupplierSi gnature" type="osci: Si gnatureBl ockType"

<xsd: el enrent name="Internedi aryCertificates"
type="osci:InternediaryCertificatesType" />

<I-- ### gl obal el enents SOAP-Body ### -->

<xsd: el enrent nanme="r esponseToExi t D al og"
t ype="osci : responseToExi t Di al ogType" />

</ xsd: schema>

e Adaption of XML Signature (cf. Section 6.4)

6.6.5 Messageld Request
A Messageld request is realised as SOAP envelope.

The following example explains the structure of a Messageld request:
<?xm version="1.0" encodi ng="UTF-8"?>

<!-- XM.-Beispiel OSCl 1.2 Message-|D Anforderungsauftrag -->
<l-- $RCSfile: GetMessageld.xm,v $, $Revision: 1.9 $ -->

/>
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<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xsi : schemalLocati on="http://schemas. xm soap. or g/ soap/ envel ope/
soapGet Messagel d. xsd
htt p: // ww. w3. or g/ 2000/ 09/ xml dsi g# osci si g. xsd
http://ww. w3. org/ 2001/ 04/ xm enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="5">
<osci : Response>AAQCAEMTCZt uMFQXDSa</ osci : Response>
<osci : Chal | enge>345nchf cf oqc5df g</ osci : Chal | enge>
</ osci : Control Bl ock>
<osci : Desi redLanguages |d="XREF-0002" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
LanguagesLi st="de en-US" />
</ soap: Header >
<soap: Body | d="XREF-0100" >
<osci : get Messagel d />
</ soap: Body>
</ soap: Envel ope>

A Messageld request conforms to the following schemas.

e Adaption of a SOAP envelope for Messageld call requests:

<xsd: schenma t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="htt p://schermas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://wwmv. osci.de/ 2002/ 04/ osci "
schemalLocat i on=" CGet Messagel d. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - nessageld request SOAP- Envel ope
$RCSfi |l e: soapGet Messagel d. xsd,v $, $Revision: 1.7 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<|-- ### restrictions ### -->
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<xsd: redefi ne schenmalLocati on="http://schemas. xn soap. or g/ soap/ envel ope/ ">

<I-- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>

<xsd: el enment ref="soap: Header" mi nCccurs="1" />
<xsd: el enment ref="soap: Body" m nCccurs="1" />

</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
<xsd: sequence>
<xsd: el enent ref="osci: Control Bl ock"

/>

<xsd: el ement ref="osci:CientSignature" m nCccurs="0" />
<xsd: el enment ref="osci: DesiredLanguages" />
<xsd: el enent ref="o0sci:NonlnternediaryCertificates"

m nCccur s="0" />

<xsd: any namespace="##ot her" mi nCccurs="0"

maxQOccur s=" unbounded"
processCont ent s="1ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el ement ref="o0sci:get Messagel d"
</ xsd: sequence>
<xsd:attribute name="1d" type="xsd:|D"
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schenma>

e Schema for Messageld requests:

/>

use="required" />
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<xsd: schena t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schenmalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - nessagel d request
SRCSfil e: GetMessageld.xsd,v $, $Revision: 1.6 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="Response" type="xsd:string" mi nCccurs="0" />
<xsd: el emrent name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="optional " />
<xsd: attri bute nane="SequenceNunber" type="osci: Nunber"
use="required"/>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt er medi aryCertifi catesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Nonl nternedi aryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el ement name="Ci pherCertificateOigi nator"
type="osci: CertificateType" mi nCccurs="0" />
<xsd: el enent name="Si gnatureCertificateOi gi nator"
type="osci: CertificateType" mi nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="get Messagel dType" >
<xsd: conpl exCont ent >
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<xsd: ext ensi on base="osci : Def aul t BodyBl ockTenpl at e" >
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I-- ### gl obal types ### -->

<I-- ### gl obal el enents SOAP- Header ### -->

<xsd: el ement name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el enent name="C i ent Si gnature" type="osci: Si gnatureBl ockType" />
<xsd: el emrent name="Desi r edLanguages" type="osci: DesiredlLanguagesType" />

<xsd: el emrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el ements SOAP-Body ### -->
<xsd: el ement nanme="get Messagel d" type="osci: get Messagel dType" />

</ xsd: schenma>

e Adaption of XML Signature (cf. Section 6.4)

6.6.6 Messageld Response
A Messageld response is realised as SOAP envelope.

The following example explains the structure of a Messageld response:

<?xm version="1.0" encodi ng="UTF-8"?>

<l-- XM.-Beispiel OSCl 1.2 Message-I| D Anforderungsantwort -->
<l-- $RCSfile: ResponseToGet Messageld.xm ,v $, $Revision: 1.9 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns:osci ="http://ww. osci.de/ 2002/ 04/ osci "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="htt p://schenas. xn soap. or g/ soap/ envel ope/
soapResponseToCet Messagel d. xsd
htt p://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
htt p: // wwv. w3. or g/ 2001/ 04/ xml enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="6">
<osci : Response>345nchf cf oqchdf g</ osci : Response>
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<osci : Chal | enge>n5vl 2df i e9uf 6d</ osci : Chal | enge>
</ osci: Control Bl ock>
</ soap: Header >
<soap: Body | d="XREF-0100" >
<osci : responseToGet Messagel d>
<osci : acknow edgenent >
<osci: Entry xm : 1 ang="de">
<osci : Code>0801</ osci : Code>
<osci : Text >Auftrag ausgefihrt, Dialog weiterhin
geof f net </ osci : Text >
</ osci: Entry>
</ osci : acknowl edgenent >
<osci : Messagel d>Messagel d/ base64codi ert </ osci : Messagel d>
</ osci : responseToGet Messagel d>
</ soap: Body>
</ soap: Envel ope>

A Messageld response conforms to the following schemas.

e Adaption of a SOAP envelope for Messageld responses:

<xsd: schenma t ar get Namespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="http://schermas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://wwmv. osci.de/ 2002/ 04/ osci "
schemalLocati on="ResponseToGet Messagel d. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - nessagel d response SOAP- Envel ope
$RCSfil e: soapResponseToGet Messagel d. xsd,v $, $Revision: 1.7 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<! -- ### restrictions ### -->
<xsd: redefine schenmaLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<! -- ### Envel ope, Header und Body ### -->
<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >

<xsd:restriction base="soap: Envel ope" >
<xsd: sequence>
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<xsd: el ement ref="soap: Header" mi nCccurs="1" />
<xsd: el enment ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />

<xsd: el ement ref="osci: SupplierSignature" m nCccurs="0" />

<xsd: el ement ref="osci:|nternmediaryCertificates"
m nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded"
processCont ent s="| ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el ement ref="o0sci:responseToGet Messagel d" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schema>

e Schema for Messageld responses:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://www. W3. or g/ 2001/ 04/ xm enc#"
xm ns:osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schemalLocati on="order.xsd" />
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<xsd: annot at i on>
<xsd: docunent ati on xn : | ang="de" >
OSCl 1.2 - nessageld response
$RCSfi | e: ResponseToGet Messagel d. xsd,v $, $Revision: 1.6 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<l -- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enent nanme="Response" type="xsd:string" m nCccurs="1" />
<xsd: el emrent name="Chal | enge" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
<xsd: attri bute nane="Conversationld" type="osci: Nunber"
use="required" />
<xsd: attribut e nane="SequenceNunber" type="osci: Nunber"
use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Int ernmedi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci:InternediaryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el enent nanme="Si gnatureCertificatelnternediary"
type="osci: CertificateType" mnmi nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseToCGet Messagel dType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t BodyBl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="acknow edgenent "
type="osci : acknowl edgenent Type" />
<xsd: el ement name="Messagel d" type="osci: Messagel dType"
m nCccur s="0" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I-- ### gl obal types ### -->
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<I-- ### gl obal el enents SOAP- Header ### -->

<xsd: el emrent name="Contr ol Bl ock" type="osci: Control Bl ockType" />

<xsd: el ement name="Suppl i erSi gnature" type="osci: Si gnatureBl ockType"

<xsd: el emrent name="Internedi aryCertificates"
type="osci:InternediaryCertificatesType" />

<I-- ### gl obal el enents SOAP-Body ### -->

<xsd: el ement name="responseToCet Messagel d"
type="osci : responseToCGet Messagel dType" />

</ xsd: schema>

e Adaption of XML Signature (cf. Section 6.4)

6.6.7 Delivery Request

A delivery request is realised either as SOAP envelope or (if it contains attachments) a

SOAP message package according to [SOAP A].
The following example explains the structure of a delivery request:

<?xm version="1.0" encodi ng="UTF-8"?>

<!-- XM.-Beispiel OSCl 1.2 Zustellungsauftrag -->
<l-- $RCSfile: StoreDelivery.xm,v $, $Revision: 1.9 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xsi : schemalLocati on="htt p://schenas. xnl soap. or g/ soap/ envel ope/
soapSt orebel i very. xsd
htt p://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
htt p: // wwv. w3. or g/ 2001/ 04/ xml enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="5">
<osci : Response>AAQCAEMTCZt uMFQXDSa</ osci : Response>
<osci : Chal | enge>345nchf cf oqc5df g</ osci : Chal | enge>
</ osci : Cont r ol Bl ock>
<osci : Desi redLanguages |d="XREF-0002" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
LanguagesLi st="de en-US" />
<osci: Qual ityO Ti nestanp | d="XREF-0003" soap: nust Under st and="1"

/>
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soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Service="creation" Quality="plain" />
<osci: Qual ityO Ti nestanp | d="XREF-0004" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Service="reception" Quality="plain" />
<osci :storeDelivery |d="XREF-0005" soap: nust Under st and="1"
soap: actor="http://schemas. xn soap. or g/ soap/ act or/ next" >
<osci : Messagel d>Messagel d/ Base64codi ert </ osci : Messagel d>
<osci : Subj ect >Betreff der Zustellung</osci: Subject>
</ osci:storeDelivery>
<osci : Nonl nternedi aryCertificates |d="XREF-0010"
soap: nust Under st and="1"
soap: actor="http://ww. w3. org/ 2001/ 12/ soap- envel ope/ act or/ none" >
<osci : G pherCertificat eAddr essee>
<ds: X509Dat a>
<ds: X509Certificate>
Chiffrierzertifikat/Enpfaenger/ Base64codi ert
</ ds: X509Certificate>
</ ds: X509Dat a>
</ osci: G pherCertificateAddressee>
</ osci : Nonl nternedi aryCertificates>
</ soap: Header >
<soap: Body | d=" XREF- 0100" >
<osci : Cont ent Package>
<osci : Cont ent Cont ai ner >
<osci: Content />
</ osci : Cont ent Cont ai ner >
</ osci : Cont ent Package>
</ soap: Body>
</ soap: Envel ope>

A delivery request (or more precisely its root-body-part) conforms to the following schemas.

e Adaption of a SOAP envelope for delivery responses:

<xsd: schena t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="htt p://schemas. xm soap. or g/ soap/ envel ope/"
xm ns:osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci .de/ 2002/ 04/ osci "
schemalLocati on="St oreDel i very. xsd" />

<xsd: annot at i on>

<xsd: docunent ati on xml : | ang="de" >
OSCl 1.2 - delivery request SQAP- Envel ope
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$RCSfile: soapStoreDelivery.xsd,v $, $Revision: 1.6 $
</ xsd: docunent ati on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schemalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<l -- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el enent ref="soap: Header" m nCccurs="1" />
<xsd: el ement ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restricti on base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el enent ref="osci:CientSignature" m nCccurs="0" />
<xsd: el ement ref="osci: DesiredLanguages" />
<xsd: el ement ref="osci: QalityOTi nestanp"
m nCccur s="2" maxCQccurs="2" />
<xsd: el ement ref="osci:storebDelivery" />
<xsd: el ement ref="osci:NonlnternediaryCertificates" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s=" unbounded"
processCont ent s="| ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el enent ref="o0sci: Cont ent Package" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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</ xsd: redefi ne>

</ xsd: schema>

e Schema for delivery requests:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schermas. xm soap. or g/ soap/ envel ope/"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://www. W3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schemalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xn : | ang="de" >
OSCl 1.2 - delivery request
$RCSfile: storeDelivery.xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd:restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enent nanme="Response" type="xsd:string" m nCccurs="0" />
<xsd: el ement name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attri bute nane="Conversationld" type="osci: Nunber"
use="optional " />
<xsd: attribute nane="SequenceNunber" type="osci: Nunber"
use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="st oreDel i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enrent name="Messagel d" type="osci: Messagel dType" />
<xsd: el ement name="Subj ect" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
</ xsd: ext ensi on>
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</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt ermedi aryCertifi catesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Nonl nternedi aryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el enrent nanme="Ci pherCertificateOigi nator"
type="osci: CertificateType" m nCccurs="0" />
<xsd: el ement name="Ci pherCertificateQ her Aut hor"
type="osci: CertificateType"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: el emrent name="Ci pherCertifi cat eAddr essee"
type="osci: CertificateType" mi nCccurs="1" />
<xsd: el ement name="Ci pherCertificateQ her Reader"
type="osci: CertificateType"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: el enent name="Si gnatureCertificateOi gi nator"
type="osci: CertificateType" mi nCccurs="0" />
<xsd: el enrent name="Si gnatureCertificateQ her Aut hor"
type="osci: CertificateType"
m nQccur s="0" maxCccur s="unbounded" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I-- ### gl obal types ### -->

<I-- ### gl obal el enents SOAP- Header ### -->

<xsd: el emrent name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el emrent name="d i ent Si gnature" type="osci: Si gnatureBl ockType" />
<xsd: el ement name="Desir edLanguages" type="osci: DesiredlLanguagesType" />

<xsd: el emrent name="Qual i t yOf Ti nest anp"
type="osci: Qual i tyOf Ti mest anpType" />

<xsd: el ement name="storeDelivery" type="osci:storeDeliveryType" />

<xsd: el emrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el ements SOAP-Body ### -->
<xsd: el enrent nanme="Cont ent Package" type="o0sci : Cont ent PackageType" />

</ xsd: schenma>
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e Adaption of XML Signature (cf. Section 6.4)
e Adaption of XML Encryption (cf. Section 6.5)

6.6.8 Delivery Response
A delivery response is realised as SOAP envelope.

The following example explains the structure of a delivery response:

<?xm version="1.0" encodi ng="UTF-8"?>

<l-- XM.-Beispiel OSCl 1.2 Zustellungsantwort -->
<!-- $RCSfile: ResponseToStoreDelivery.xm,v $, $Revision: 1.8 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="http://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns:osci ="http://ww. osci.de/ 2002/ 04/ osci "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="http://schemas. xm soap. or g/ soap/ envel ope/
soapResponseToSt oreDel i very. xsd
htt p: // wwv. w3. or g/ 2000/ 09/ xml dsi g# osci si g. xsd
http://ww. w3. org/ 2001/ 04/ xm enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next "
Conversationl d="87634586123" SequenceNunber="6">
<osci : Response>345nchf cf oqcbdf g</ osci : Response>
<osci : Chal | enge>n5vl 2df i e9uf 6d</ osci : Chal | enge>
</ osci : Cont r ol Bl ock>
<osci : responseToSt oreDel i very | d="XREF- 0005" soap: nust Under st and="1"
soap: actor="http://schemas. xn soap. or g/ soap/ act or/ next " >
<osci : acknow edgenent >
<osci:Entry xm :lang="de">
<osci : Code>0801</ osci : Code>
<osci : Text >Auftrag ausgefihrt, Dialog weiterhin
geof f net </ osci : Text >
</ osci:Entry>
</ osci : acknow edgenent >
<osci : ProcessCar dBundl e>
<osci : Messagel d>Messagel d/ Base64codi ert </ osci : Messagel d>
<osci : ProcessCard
Recent Modi fi cati on="2002- 04- 23T23: 41: 05. 527-01: 00" >
<osci: Creation>
<osci : Pl ai n>2002- 04- 23T23: 41: 05. 527- 01: 00</ osci : Pl ai n>
</ osci: Creation>
<osci : Subj ect >Betreff der Zustell ung</osci: Subject >
</ osci : ProcessCar d>
<osci : I nspecti onReport />
</ osci : ProcessCar dBundl e>
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</ osci : responseToSt oreDel i very>
</ soap: Header >
<soap: Body | d="XREF-0100" />
</ soap: Envel ope>

If the intermediary is able to create a process card for the delivery handed in by means of a
delivery request, then the process card will be sent to the user within the delivery response.

A delivery response conforms to the following schemas.

e Adaption of a SOAP envelope for delivery responses:

<xsd: schena t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci .de/ 2002/ 04/ osci "
schemalLocat i on="ResponseToSt oreDel i very. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xmn : | ang="de" >
OSCl 1.2 - delivery response SOAP-Envel ope
$RCSfi | e: soapResponseToStoreDelivery.xsd,v $, $Revision: 1.5 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schenmalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<I-- ### Envel ope, Header und Body ### -->

<xsd: conpl exType name="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el ement ref="soap: Header" mi nCccurs="1" />
<xsd: el enent ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >

<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
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<xsd: sequence>
<xsd: el enent ref="osci: Control Bl ock" />

<xsd: el enent ref="osci: SupplierSignature" m nCccurs="0" />
<xsd: el ement ref="o0sci:responseToStoreDelivery" />

<xsd: el ement ref="osci:|nternmediaryCertificates"

m nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxCccur s=" unbounded"
processCont ent s="| ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >

<xsd: attribute nane="1d" type="xsd:|D' use="required" />

</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schenma>

e Schema for delivery responses:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "

xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"

xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"

xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

xm ns: xenc="htt p://ww. W3. or g/ 2001/ 04/ xm enc#"

xm ns:osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schemalLocati on="order.xsd" />
<xsd: annot at i on>

<xsd: docunent ati on xn : | ang="de" >
OSCl 1.2 - delivery response

$RCSfi | e: ResponseToStoreDel i very. xsd,v $, $Revi si on

</ xsd: docunent ati on>
</ xsd: annot ati on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >

1.4 %
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<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enent nanme="Response" type="xsd:string" m nCccurs="1" />
<xsd: el ement name="Chal | enge" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
<xsd: attri bute nane="Conversationld" type="osci: Nunber"
use="required" />
<xsd: attri but e nane="SequenceNunber" type="osci: Nunber"
use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="ProcessCar dBundl eType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardBundl eTenpl at e" >
<xsd: sequence>
<xsd: el enent name="Messagel d" type="osci: Messagel dType" />
<xsd: el emrent name="ProcessCard" type="osci:ProcessCardType" />
<xsd: el emrent name="I| nspecti onReport"
type="osci : | nspecti onReport Type" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="ProcessCardType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardTenpl ate" >
<xsd: sequence>
<xsd: el ement name="Creation" type="osci: Ti mestanpType" />
<xsd: el emrent nanme="Subj ect" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseToSt or eDel i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enrent nanme="acknow edgenent "
type="osci : acknow edgenent Type" />
<xsd: el ement nane="ProcessCar dBundl| e"
t ype="osci : ProcessCar dBundl eType" m nCccurs="0" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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<xsd: conpl exType nane="Intermedi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd:restriction base="osci:|nternediaryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el emrent nanme="Si gnatureCertificatel nternediary"
type="osci: CertificateType" m nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I-- ### gl obal types ### -->

<I-- ### gl obal el enents SOAP- Header ### -->

<xsd: el ement name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el ement name="SupplierSi gnature" type="osci: Si gnatureBl ockType" />

<xsd: el emrent nanme="responseToSt oreDel i very"
type="osci : responseToSt or eDel i veryType" />

<xsd: el enrent name="Internedi aryCertificates"
type="osci:InternediaryCertificatesType" />

<I-- ### gl obal el enents SOAP-Body ### -->

</ xsd: schenma>

e Adaption of XML Signature (cf. Section 6.4)

6.6.9 Fetch Delivery Request
A fetch delivery request is realised as SOAP envelope.

The following example explains the structure of a fetch delivery request:

<?xm version="1.0" encodi ng="UTF-8"?>

<!-- XM.-Beispiel OSCl 1.2 Zustellungsabholauftrag -->
<l-- $RCSfile: FetchDelivery.xm,v $, $Revision: 1.7 $ -->

<soap: Envel ope xml ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "

xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"

xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xm ns:osci ="http://ww. osci.de/ 2002/ 04/ osci "

Xsi : schermalLocati on="http://schenmas. xnm soap. or g/ soap/ envel ope/
soapFet chDel i very. xsd
http://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
http://ww. w3. org/ 2001/ 04/ xm enc# osci enc. xsd" >
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<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="5">
<osci : Response>AAQCAEMTCZt uMFQXDSa</ osci : Response>
<osci : Chal | enge>345nchf cf oqc5df g</ osci : Chal | enge>
</ osci : Cont r ol Bl ock>
<osci : Desi redLanguages | d="XREF-0002" soap: nust Under st and="1"
soap: actor="http://schemas. xnm soap. or g/ soap/ act or/ next"
LanguagesLi st="de en-US" />
<osci : fetchDelivery |d="XREF-0005" soap: nust Under st and="1"
soap: actor="http://schemas. xnl soap. or g/ soap/ act or/ next" >
<osci : Sel ecti onRul e>
<osci : Recepti onOf Del i ver y>2002- 04-01T12: 00: 00. 000-
01: 00</ osci : Recepti onCf Del i very>
</ osci: Sel ecti onRul e>
</ osci: fetchDelivery>
</ soap: Header >
<soap: Body | d="XREF-0100" />
</ soap: Envel ope>

By means of the element osci : Sel ecti onRul e the user has the option to determine
selection criteria, with which an ordered delivery can be specified more precisely. As
selection criteria the user can determine either a time of reception or a Messageld as
desired.

The intermediary determines a delivery that is to be sent to the user in a fetch delivery
response on the basis of the following rules:

1. If the element osci : Messagel d is present, the delivery is returned that corresponds to
the Messageld stated in osci : Messagel d.

2. Ifthe element osci : Recepti onO Del i very is present, the oldest delivery (time of
presentation at the intermediary's) is returned whose time of presentation at the
intermediary's is after the time of reception stated in osci : Recepti onCf Del i very.

3. If neither the element osci : Recepti onCOf Del i very nor the element
osci : Messagel d is present, the delivery with the oldest time of presentation at the
intermediary's is returned.

A fetch delivery request conforms to the following schemas.

e Adaption of a SOAP envelope for fetch delivery requests:

<xsd: schena t ar get Namespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/ "
xm ns:osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el enment For nDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci .de/ 2002/ 04/ osci "
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schemalLocati on="Fet chDel i very. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xmn : | ang="de" >
OSCl 1.2 - fetch delivery request SOAP-Envel ope
$RCSfi | e: soapFetchDel i very.xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schenmalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<l -- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el enent ref="soap: Header" m nCccurs="1" />
<xsd: el enent ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el enent ref="osci:CientSignature" m nCccurs="0" />
<xsd: el enent ref="osci: DesiredLanguages" />
<xsd: el ement ref="osci:fetchDelivery" />
<xsd: el enment ref="o0sci:NonlnternediaryCertificates"
m nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxCccur s=" unbounded"
processCont ent s="| ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
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</ xsd: conpl exType>
</ xsd: r edef i ne>

</ xsd: schema>

e Schema for fetch delivery requests:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="ht t p: / / wwwv. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p: //wamw. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schemalLocati on="order. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - fetch delivery request
$RCSfile: fetchDelivery.xsd,v $, $Revision: 1.2 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el ement nanme="Response" type="xsd:string" m nCccurs="1" />
<xsd: el emrent name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="required" />
<xsd: attri bute nane="SequenceNunber" type="osci: Nunber"
use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="fetchDel i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el ement name="Sel ecti onRul e" m nCccurs="0">
<xsd: conpl exType>
<xsd: choi ce>
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<xsd: el emrent nanme="Recepti onOf Del i very"
type="xsd: dat eTi ne" />
<xsd: el enrent name="Messagel d" type="osci: Messagel dType" />
</ xsd: choi ce>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt er medi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Nonl nternedi aryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el ement nanme="Si gnatureCertificateOiginator"
type="osci: CertificateType" mi nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I-- ### gl obal types ### -->

<I-- ### gl obal el enents SQAP- Header ### -->

<xsd: el ement name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el enrent name="Cd i entSi gnature" type="osci: Si gnatureBl ockType" />
<xsd: el emrent name="Desi r edLanguages" type="osci: DesiredlLanguagesType" />
<xsd: el enent name="fetchDelivery" type="osci:fetchDeliveryType" />

<xsd: el enrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el enents SOAP-Body ### -->

</ xsd: schema>

e Adaption of XML Signature (cf. Section 6.4)

6.6.10 Fetch Delivery Response

A fetch delivery response is realised either as SOAP envelope or (if it contains attachments)
as SOAP message package according to [SOAP A].

The following example explains the structure of a fetch delivery response:

<?xm version="1.0" encodi ng="UTF-8"?>
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<!-- XM.-Beispiel OSCl 1.2 Zustellungsabhol antwort -->
<!-- $RCSfile: ResponseToFetchDelivery.xm,v $, $Revision: 1.7 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="http://schemas. xm soap. or g/ soap/ envel ope/
soapResponseToFet chDel i very. xsd
htt p: // ww. w3. or g/ 2000/ 09/ xml dsi g# osci si g. xsd
http://ww. w3. org/ 2001/ 04/ xm enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="6">
<osci : Response>n5vl 2df i e9uf 6d</ osci : Response>
<osci : Chal | enge>fi e9uf 6dGEFRGTB</ osci : Chal | enge>
</ osci : Control Bl ock>
<osci : responseToFet chDel i very | d="XREF- 0005" soap: nust Under st and="1"
soap: actor="http://schemas. xn soap. or g/ soap/ act or/ next" >
<osci : acknow edgenent >
<osci:Entry xm :lang="de">
<osci : Code>0801</ osci : Code>
<osci : Text >Auftrag ausgefihrt, Dialog weiterhin
geof f net </ osci : Text >
</ osci: Entry>
</ osci : acknow edgenent >
<osci : fetchDelivery>
<osci : Sel ecti onRul e>
<osci : Recepti onOf Del i ver y>2002- 04-01T12: 00: 00. 000-
01: 00</ osci : Recepti onCf Del i very>
</ osci : Sel ecti onRul e>
</ osci:fetchDelivery>
<osci : ProcessCar dBundl e>
<osci : Messagel d>Messagel d/ Base64codi ert </ osci : Messagel d>
<osci: ProcessCard Recent Modi ficati on="2002-04-24T12: 15: 01. 516-
01: 00" >
<osci: Creation>
<osci : Pl ai n>2002- 04- 23T23: 41: 05. 527- 01: 00</ osci : Pl ai n>
</ osci: Creation>
<osci : Forwar di ng>
<osci : Pl ai n>2002- 04- 24T12: 15: 01. 516- 01: 00</ osci : Pl ai n>
</ osci : Forwar di ng>
<osci : Subj ect >Betref f der Zustell ung</osci: Subject >
</ osci : ProcessCar d>
<osci : I nspecti onReport >
<osci : I nspecti on>
<osci : Ti nest anp>
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<osci : Pl ai n>2002- 04- 24T12: 14: 32. 291- 01: 00</ osci : Pl ai n>
</ osci : Ti nest anp>
<osci : X5091 ssuer Nane>Qtt o Must er mann</ osci : X5091 ssuer Name>
<osci : X509Ser i al Nunmber >1625843</ osci : X509Ser i al Nunber >
<osci: Cert Type Type="qualified" />
<osci: Mat hResult Resul t="ok" />
<osci: O flineResult Result="valid" />
<osci: OnlineResult Result="ok">
<osci : LDAP />
</ osci:OnlineResult>
</ osci: |l nspection>
</ osci: | nspecti onReport >
</ osci : ProcessCar dBundl e>
</ osci : responseToFet chDel i very>
<osci : Nonl nternedi aryCertificates |d="XREF-0020"
soap: nmust Under st and="1"
soap: actor="http://ww. w3. org/ 2001/ 12/ soap- envel ope/ act or/ none" >
<osci: G pherCertificateAddressee |d="XREF-4444">
<ds: X509Dat a>
<ds: X509Certificate>
Chiffrierzertifikat/Enpfaenger/Base64codi ert
</ ds: X509Certificate>
</ ds: X509Dat a>
</ osci: CipherCertificateAddressee>
</ osci : Nonl nternedi aryCertificates>
</ soap: Header >
<soap: Body | d="XREF-0100" >
<osci : Cont ent Package>
<xenc: Encrypt edDat a>
<xenc: Encrypti onMet hod
Al gorithm="http://wwmv w3. or g/ 2001/ 04/ xm enc#tri pl edes-chc" />
<ds: Keyl nf 0>
<xenc: Encrypt edKey>
<xenc: Encrypti onMet hod
Al gorithne"http://ww. w3. org/ 2001/ 04/ xm enc#rsa-1_5">
<xenc: KeySi ze>1024</ xenc: KeySi ze>
</ xenc: Encrypti onMet hod>
<ds: Keyl nf 0>
<ds: Retrieval Met hod URI ="#XREF- 4444" | >
</ ds: Keyl nf 0>
<xenc: G pher Dat a>

<xenc: G pher Val ue>Ver schl uessel t er/ Cont ai ner schl uessel / Base64codi ert </ xenc:

Ci pher Val ue>
</ xenc: C pher Dat a>
</ xenc: Encr ypt edKey>
</ ds: Keyl nf 0>
<xenc: G pher Dat a>
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<xenc: G pher Val ue>Ver schl uessel t er/ | nhal t sdat encont ai ner/ Base64codi ert </ xen
c: C pher Val ue>
</ xenc: G pher Dat a>
</ xenc: Encrypt edDat a>
</ osci : Cont ent Package>
</ soap: Body>
</ soap: Envel ope>

The interpretation of the selection criteria in the element Sel ect i onRul e of a fetch delivery
request is described in Section 6.6.9.

In addition to the rules stated in Section 6.6.9 the following applies:

¢ If at the intermediary's (according to points 1.-3. of the rules stated in 6.6.9) there are no
deliveries for the user, no delivery will be sent along with the fetch delivery response and
the user will receive a corresponding acknowledgement (cf. Chapter 5).

¢ If the intermediary has ready further deliveries for the user, the user will receive an
according acknowledgement (cf. Chapter 5). The presence of further deliveries does not
depend on the selection criteria listed in the element osci : Sel ecti onRul e of the fetch
delivery request.

A fetch delivery response (or more precisely its root-body-part) conforms to the following
schemas.

e Adaption of a SOAP envelope for fetch delivery responses:

<xsd: schenma t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://wwmv. osci.de/ 2002/ 04/ osci "
schemalLocat i on="ResponseToFet chDel i very. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - fetch delivery response SOAP-Envel ope
$RCSfil e: soapResponseToFet chDelivery. xsd,v $, $Revision: 1.5 $
</ xsd: docunent at i on>
</ xsd: annot at i on>
<I-- ### restrictions ### -->

<xsd: redefi ne schemalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">

<l -- ### Envel ope, Header und Body ### -->
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<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el enment ref="soap: Header" m nCccurs="1" />
<xsd: el enment ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el enment ref="osci: SupplierSignature" m nCccurs="0" />
<xsd: el enment ref="o0sci:responseToFetchDelivery" />
<xsd: el ement ref="osci:|ntermediaryCertificates"
m nCccur s="0" />
<xsd: el enent ref="o0sci:NonlnternediaryCertificates"
nm nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQOccur s=" unbounded"
processCont ent s="1ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el enment ref="osci: Content Package" mni nCccurs="0" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schema>

e Schema for fetch delivery responses:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="ht t p: / / www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/ "
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xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"

el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schenmalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xn : | ang="de" >
OsCl 1.2 - fetch delivery response
$RCSfi | e: ResponseToFet chDel i very. xsd,v $, $Revision: 1.3 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="Response" type="xsd:string" m nCccurs="1" />
<xsd: el emrent name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="required" />
<xsd: attri bute nane="SequenceNunber" type="osci: Nunber"
use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="ProcessCar dBundl eType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardBundl eTenpl at e" >
<xsd: sequence>
<xsd: el emrent name="Messagel d" type="osci: Messagel dType" />
<xsd: el enrent name="ProcessCard" type="osci:ProcessCardType" />
<xsd: el enrent name="I| nspecti onReport"
type="osci : I nspecti onReport Type" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="ProcessCardType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardTenpl ate" >
<xsd: sequence>
<xsd: el enrent nanme="Creation" type="osci: Ti mestanpType" />
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<xsd: el ement name="Forwardi ng" type="osci: Ti mestanpType" />
<xsd: el enrent nanme="Subj ect" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseToFet chDel i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enrent nanme="acknow edgenent "
type="osci : acknow edgenent Type" />
<xsd: el enrent name="fetchDelivery">
<xsd: conpl exType>
<xsd: sequence>
<xsd: any nanespace="http://ww. osci .de/ 2002/ 04/ osci "
maxQccur s=" unbounded" processContents="strict"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el ement name="ProcessCar dBundl e"
t ype="osci : ProcessCar dBundl eType" m nCccurs="0" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Int ernmedi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci:InternediaryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el enent nanme="Si gnatureCertificatelnternediary"
type="osci: CertificateType" mnmi nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt ermedi aryCertifi catesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Nonl nt ernedi aryCertificatesTenpl ate" />
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<I-- ### gl obal types ### -->
<I-- ### gl obal el enents SOAP- Header ### -->

<xsd: el emrent name="Contr ol Bl ock" type="osci: Control Bl ockType" />
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<xsd: el ement name="Suppl i erSi gnature" type="osci: Si gnatureBl ockType" />

<xsd: el ement name="responseToFet chDel i very"
type="osci : responseToFet chDel i veryType" />

<xsd: el ement name="Internmedi aryCertificates"
type="osci:InternediaryCertificatesType" />

<xsd: el emrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el ements SOAP-Body ### -->
<xsd: el enrent nanme="Cont ent Package" type="osci : Cont ent PackageType" />

</ xsd: schema>

e Adaption of XML Signature (cf. Section 6.4)
e Adaption of XML Encryption (cf. Section 6.5)

6.6.11 Fetch Process Card Request
A fetch process card request is realised as SOAP envelope.

The following example explains the structure of a fetch process card request:

<?xm version="1.0" encodi ng="UTF-8"?>

<l-- XM.-Beispiel OSCl 1.2 Laufzettel abholauftrag -->
<!-- $RCSfile: FetchProcessCard.xnm,v $, $Revision: 1.6 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns:osci ="http://ww. osci.de/ 2002/ 04/ osci "
xsi : schemalLocati on="htt p://schenas. xnl soap. or g/ soap/ envel ope/
soapFet chProcessCard. xsd
http://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
htt p: // wwv. w3. or g/ 2001/ 04/ xml enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock |d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="5">
<osci : Response>AAQCAEMTCZt uMFQXDSa</ osci : Response>
<osci : Chal | enge>345nchf cf oqc5df g</ osci : Chal | enge>
</ osci : Cont r ol Bl ock>
<osci : Desi redLanguages |d="XREF-0002" soap: nust Under st and="1"
soap: actor="http://schemas. xnm soap. or g/ soap/ act or/ next"
LanguageslLi st="de en-US" />
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</ soap: Header >
<soap: Body | d=" XREF-0100" >
<osci : fetchProcessCar d>
<osci : Sel ecti onRul e>
<osci : Recent Modi fi cati on>2002- 04- 01T12: 00: 00. 000-
01: 00</ osci : Recent Modi fi cati on>
</ osci : Sel ecti onRul e>
<osci:Quantity Limt="1" />
</ osci : fetchProcessCar d>
</ soap: Body>
</ soap: Envel ope>

In a fetch process card request the element osci : Sel ecti onRul e is used to specify more
precisely the ordered process cards.

The user can state a time of reception, a time of modification or an unlimited number of
Messagelds as desired.

The intermediary determines the process cards that are to be sent to the user in a fetch
process card response on the basis of the following rules:

1. To each element osci : Messagel d present, the process card is returned that
corresponds to the Messageld stated in osci : Messagel d.

2. Ifthe element osci : Recepti onOf Del i very is present, all the process cards for
deliveries are returned whose time of presentation at the intermediary's is more recent
than the time of reception indicated in osci : Recepti onOf Del i very.

3. Ifthe element osci : Recent Mbdi fi cati on is present, all the process cards are
returned whose latest time of modification is more recent than the time indicated in
osci : Recent Modi fi cati on.

4. If none of the elements osci : Recepti onOf Del i very, osci : Recent Modi fi cati on
orosci : Messagel d has been stated, all the process cards existing for the user are
sent.

Furthermore, the user has the option to limit the number of process cards to be returned.

5. If the user has stated an element osci : Quanti ty, from the process cards determined
according to points 1.-4. the maximum number stated in the attribute Li mi t will be sent
to the user within the fefch process card response.

A fetch process card request conforms to the following schemas.

e Adaption of a SOAP envelope for fetch process card requests:

<xsd: schenma t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="htt p://schermas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci .de/ 2002/ 04/ osci "
schemalLocati on="Fet chProcessCard. xsd" />
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<xsd: annot at i on>
<xsd: docunent ati on xn : | ang="de" >
OSCl 1.2 - fetch process card request SQAP- Envel ope
$RCSfi | e: soapFet chProcessCard. xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schenmalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<I-- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el ement ref="soap: Header" mi nCccurs="1" />
<xsd: el enment ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd:restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el ement ref="osci:CientSignature" m nCccurs="0" />
<xsd: el enent ref="osci: DesiredLanguages" />
<xsd: el enent ref="o0sci:NonlnternediaryCertificates"
nm nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQOccur s=" unbounded"
processCont ent s="1ax" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el ement ref="osci:fetchProcessCard" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</xsd:restriction>
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</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: r edef i ne>

</ xsd: schenma>

e Schema for fetch process card requests:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el enment For nDef aul t ="qual i fi ed">

<xsd: i ncl ude schenmalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xni : | ang="de" >
OSCl 1.2 - fetch process card request
$RCSfil e: FetchProcessCard. xsd,v $, $Revision: 1.3 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="Response" type="xsd:string" m nCccurs="1" />
<xsd: el enent name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="required" />
<xsd: attribute nane="SequenceNunber" type="osci: Nunber"
use="required" />
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nanme="Nonl nt er medi aryCertifi catesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Nonl nternedi aryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el ement nanme="Si gnatureCertificateOiginator"
type="osci: CertificateType" m nCccurs="0" />
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</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="fet chProcessCardType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t BodyBl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="Sel ecti onRul e" mni nCccurs="0">
<xsd: conpl exType>
<xsd: choi ce>
<xsd: el emrent nanme="Recepti onOf Del i very"
t ype="xsd: dat eTi ne" />
<xsd: el ement nane="Recent Modi fi cati on"
type="xsd: dat eTi ne" />
<xsd: el emrent name="Messagel d" type="osci: Messagel dType"
maxQOccur s=" unbounded" />
</ xsd: choi ce>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el erent name="Quantity" m nCccurs="0">
<xsd: conpl exType>
<xsd:attribute nane="Limt" type="xsd: positivelnteger"
use="required" />
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I-- ### gl obal types ### -->

<I-- ### gl obal el enents SOAP- Header ### -->

<xsd: el ement name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el enent name="C i ent Si gnature" type="osci:Si gnatureBl ockType" />
<xsd: el emrent name="Desi r edLanguages" type="osci: DesiredlLanguagesType" />

<xsd: el emrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el ements SOAP-Body ### -->
<xsd: el ement name="f et chProcessCard" type="osci:fetchProcessCardType" />

</ xsd: schenma>
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e Adaption of XML Signature (cf. Section 6.4)

6.6.12 Fetch Process Card Response
A fetch process card response is realised as SOAP envelope.

The following example explains the structure of a fetch process card response:

<?xm version="1.0" encodi ng="UTF-8"?>

<l-- XM.-Beispiel OSCl 1.2 Laufzettel abholantwort -->
<!-- $RCSfile: ResponseToFetchProcessCard.xm ,v $, $Revision: 1.7 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="http://www. w3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="http://schenmas. xm soap. or g/ soap/ envel ope/
soapResponseToFet chProcessCard. xsd
htt p: // wwv. w3. or g/ 2000/ 09/ xml dsi g# osci si g. xsd
http://ww. w3. org/ 2001/ 04/ xm enc# osci enc. xsd">
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="6">
<osci : Response>n5vl 2df i e9uf 6d</ osci : Response>
<osci : Chal | enge>fi e9uf 6dGEFRGT8B</ osci : Chal | enge>
</ osci : Control Bl ock>
</ soap: Header >
<soap: Body | d="XREF-0100" >
<osci : responseToFet chProcessCar d>
<osci : acknow edgenent >
<osci:Entry xnml:lang="de">
<osci : Code>3801</ osci : Code>
<osci: Text>Zu den i m Auftrag angegebenen Kriterien |iegen weitere
Lauf zettel vor</osci: Text>
</ osci:Entry>
<osci:Entry xm:lang="de">
<osci : Code>0801</ osci : Code>
<osci: Text >Auftrag ausgefihrt, Dialog weiterhin
geof f net </ osci : Text >
</ osci: Entry>
</ osci : acknow edgenent >
<osci : fet chProcessCar d>
<osci : Sel ecti onRul e>
<osci : Recent Modi fi cati on>2002- 04- 01T12: 00: 00. 000-
01: 00</ osci : Recent Modi fi cati on>
</ osci : Sel ecti onRul e>
<osci: Quantity Limt="1" />
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</ osci : fetchProcessCar d>
<osci : ProcessCar dBundl e>
<osci : Messagel d>Messagel d/ 1/ Base64codi ert </ osci : Messagel d>
<osci : ProcessCard
Recent Modi fi cati on="2002-04-24T12: 15: 01. 516- 01: 00" >
<osci: Creation>

<0SCi :

Pl ai n>2002- 04- 23T23: 41: 05. 527-01: 00</ osci : Pl ai n>

</ osci: Creation>
<osci : Forwar di ng>

<0SCi :

Pl ai n>2002- 04- 24T12: 15: 01. 516- 01: 00</ osci : Pl ai n>

</ osci : Forwar di ng>
<osci : Recepti on>

<0SCi :

Pl ai n>2002- 04- 24T12: 17: 12. 169-01: 00</ osci : Pl ai n>

</ osci : Recepti on>
<osci : Subj ect >Betreff der Zustell ung</osci: Subject>
</ osci : ProcessCar d>
<osci : I nspecti onReport />
</ osci : ProcessCar dBundl e>
</ osci : responseToFet chProcessCar d>

</ soap: Body>
</ soap: Envel ope>

The interpretation of the selection criteria in the element Sel ect i onRul e of a fetch process
card request is described in Section 6.6.11.

In addition to the rules stated in Section 6.6.11 the following applies:

e |f according to points 1.-4. of the rules stated in 6.6.11 there are no process cards, this
will be communicated to the user in an acknowledgement.

e If according to points 1.-5. there are more process cards than indicated in Li i t , this will
be communicated to the user in an acknowledgement.

A fetch process card response conforms to the following schemas.

e Adaption of a SOAP envelope for fetch process card responses:

<xsd: schena t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "

xm ns:
xml ns:
xm ns:
:soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xml ns:

xm ns

xsd="http://ww. w3. or g/ 2001/ XM_Schema"
ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"

osci ="http://ww. osci . de/ 2002/ 04/ osci "

attri but eFor nDef aul t ="unqual i fi ed"
el enment For nDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci .de/ 2002/ 04/ osci "
schemalLocat i on="ResponseToFet chProcessCard. xsd" />

<xsd: annot at i on>

<xsd: docunent ati on xn : | ang="de" >
OSCl 1.2 - fetch process card response SQAP- Envel ope
$RCSfi | e: soapResponseToFet chProcessCard. xsd,v $, $Revision: 1.4 $
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</ xsd: docunent ati on>
</ xsd: annot ati on>

<I-- ### restrictions ### -->
<xsd: redefi ne schenmalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<l -- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el enent ref="soap: Header" m nCccurs="1" />
<xsd: el enent ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el enment ref="osci: SupplierSignature" m nCccurs="0" />
<xsd: el ement ref="osci:|InternmediaryCertificates"
nm nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQOccur s=" unbounded"
processCont ent s="1ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el enment ref="o0sci:responseToFetchProcessCard" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redef i ne>

</ xsd: schenma>
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e Schema for fetch process card responses:

<xsd: schena t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p: //ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el enment For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schenmalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xni : | ang="de" >
OSCl 1.2 - fetch process card response
$RCSfil e: ResponseToFet chProcessCard. xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="Response" type="xsd:string" mi nCccurs="1" />
<xsd: el enent name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="required" />
<xsd: attribute nane="SequenceNunber" type="osci: Nunber"
use="required" />
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="ProcessCar dBundl eType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardBundl eTenpl at e" >
<xsd: sequence>
<xsd: el ement name="Messagel d" type="osci: Messagel dType" />
<xsd: el enent nanme="ProcessCard" type="osci:ProcessCardType" />
<xsd: el ement name="I| nspecti onReport"
type="osci : | nspecti onReport Type" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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<xsd: conpl exType nane="ProcessCardType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardTenpl ate" >
<xsd: sequence>
<xsd: el ement name="Creation" type="osci: Ti nestanpType" />
<xsd: el ement name="Forwardi ng" type="osci: Ti mestanpType"
m nCccur s="0" />
<xsd: el ement nanme="Reception" type="osci: Ti nestanpType"
nm nCccur s="0" />
<xsd: el enrent name="Subj ect" type="xsd:string" nm nCccurs="0"
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseToFet chProcessCar dType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t BodyBl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="acknow edgenent "
t ype="osci : acknow edgenent Type" />
<xsd: el ement name="fetchProcessCard">
<xsd: conpl exType>
<xsd: sequence>
<xsd: any nanespace="http://ww. osci.de/ 2002/ 04/ osci "
maxQccur s=" unbounded" processContents="strict"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el ement name="ProcessCar dBundl e"
t ype="osci : ProcessCar dBundl eType"
m nCccur s="0" maxQccur s="unbounded" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Int ermedi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci:InternediaryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el ement name="Si gnatureCertificatelnternedi ary"
type="osci: CertificateType" mi nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I-- ### gl obal types ### -->

/>
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<I-- ### gl obal el enents SOAP- Header ### -->
<xsd: el emrent name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el ement name="Suppl i erSi gnature" type="osci: Si gnatureBl ockType" />

<xsd: el emrent name="Internedi aryCertificates"
type="osci:InternediaryCertificatesType" />

<I-- ### gl obal el enents SOAP-Body ### -->

<xsd: el emrent nanme="r esponseToFet chProcessCard"
type="osci : responseToFet chProcessCar dType" />

</ xsd: schema>

e Adaption of XML Signature (cf. Section 6.4)

6.6.13 Forwarding Delivery Request

A forwarding request is realised either as SOAP envelope or (if it contains attachments) as
SOAP message package according to [SOAP A].

The following example explains the structure of a forwarding delivery request:

<?xm version="1.0" encodi ng="UTF-8"?>

<!-- XM.-Beispiel OSCl 1.2 Witerleitungsauftrag -->
<l-- $RCSfile: ForwardDelivery.xm,v $, $Revision: 1.7 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xsi : schemalLocati on="htt p://schenas. xnl soap. or g/ soap/ envel ope/
soapFor war dDel i very. xsd
htt p://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
htt p: // wwv. w3. or g/ 2001/ 04/ xml enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="5">
<osci : Response>hZG 4f P+l Grt 5</ osci : Response>
<osci : Chal | enge>345nchf cf oqc5df g</ osci : Chal | enge>
</ osci : Cont r ol Bl ock>
<osci : Desi redLanguages |d="XREF-0002" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
LanguagesLi st="de en-US" />
<osci: Qual ityO Ti nestanp | d="XREF-0003" soap: nust Under st and="1"
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soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Service="creation" Quality="plain" />
<osci: Qual ityO Ti nestanp | d="XREF-0004" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Service="reception" Quality="plain" />
<osci : forwardDel i very | d="XREF-0005" soap: nust Under st and="1"
soap: actor="http://schemas. xn soap. or g/ soap/ act or/ next" >
<osci : Cont ent Recei ver
URI ="ht t p: // ww. osci . de/ 2002/ 04/ osci #depl oyer" />
<osci : Messagel d>Messagel d/ base64codi ert </ osci : Messagel d>
<osci : Subj ect >Betreff der Zustellung</osci: Subject>
</ osci: forwardDelivery>
</ soap: Header >
<soap: Body | d=" XREF- 0100" >
<osci : Cont ent Package>
<osci : Cont ent Cont ai ner >
<osci: Content />
</ osci : Cont ent Cont ai ner >
</ osci : Cont ent Package>
</ soap: Body>
</ soap: Envel ope>

A forwarding delivery request (or more precisely its root-body-part) conforms to the following
schemas.

e Adaption of a SOAP envelope for forwarding delivery requests:

<xsd: schenma t ar get Namespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://wwmv. osci.de/ 2002/ 04/ osci "
schemalLocati on="Forwar dDel i very. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - forwarding delivery request SQOAP-Envel ope
$RCSfi | e: soapForwardDel i very.xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<|-- ### restrictions ### -->

<xsd: redefi ne schemalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
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<I-- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el ement ref="soap: Header" mi nCccurs="1" />
<xsd: el enment ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el ement ref="osci:CientSignature" m nCccurs="0" />
<xsd: el enment ref="osci: DesiredLanguages" />
<xsd: el ement ref="osci: QalityOTi mestanp"
m nQccur s="2" maxCccurs="2" />
<xsd: el enment ref="osci:forwardDelivery" />
<xsd: el enent ref="o0sci:NonlnternediaryCertificates"
nm nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQOccur s=" unbounded"
processCont ent s="1ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el enment ref="o0sci: Cont ent Package" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schenma>

e Schema for forwarding delivery requests:
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<xsd: schena t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schenmalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OsCl 1.2 - forwarding delivery request
$RCSfi |l e: ForwardDelivery.xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="Response" type="xsd:string" mi nCccurs="0" />
<xsd: el emrent name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="optional " />
<xsd: attri bute nane="SequenceNunber" type="osci: Nunber"
use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nanme="forwar dDel i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="Cont ent Recei ver" >
<xsd: conpl exType>
<xsd: attribute nane="URI" type="xsd:anyURl" />
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el enent name="Messagel d" type="osci: Messagel dType" />
<xsd: el emrent nanme="Subj ect" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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<xsd: conpl exType nane="Nonl nt ermedi aryCertifi catesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Nonl nternmedi aryCertificatesTenpl ate" />
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<I-- ### gl obal types ### -->
<I-- ### gl obal el ements SOAP- Header ### -->
<xsd: el ement name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el enrent name="C i ent Si gnature" type="osci: Si gnatureBl ockType" />

<xsd: el emrent name="Desi r edLanguages" type="osci: DesiredLanguagesType" />

<xsd: el enrent name="Qual i t yOf Ti nest anp"
type="osci: Qual i tyXf Ti mest anpType" />

<xsd: el enrent name="forwardDel i very" type="osci:forwardDeliveryType" />

<xsd: el enrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el enents SOAP-Body ### -->
<xsd: el emrent name="Cont ent Package" type="osci: Cont ent PackageType" />

</ xsd: schenma>

e Adaption of XML Signature (cf. Section 6.4)
e Adaption of XML Encryption (cf. Section 6.5)

6.6.14 Forwarding Delivery Response
A forwarding delivery response is realised as SOAP envelope.

The following example explains the structure of a forwarding delivery response:

<?xm version="1.0" encodi ng="UTF-8"?>

<l-- XM.-Beispiel OSCl 1.2 Weiterleitungsantwort -->
<!-- $RCSfile: ResponseToForwardDelivery.xm ,v $, $Revision: 1.6 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

xm ns: xenc="http://ww. W3. or g/ 2001/ 04/ xm enc#"

xm ns:osci ="http://ww. osci.de/ 2002/ 04/ osci "

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xsi : schemalLocati on="http://schemas. xm soap. or g/ soap/ envel ope/
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soapResponseToForwar dDel i very. xsd
htt p://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
htt p: // wwv. w3. or g/ 2001/ 04/ xml enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
Conver sati onl d="87634586123" SequenceNunber ="6"
soap: actor="http://schemas. xn soap. or g/ soap/ act or/ next" >
<osci : Response>345nchf cf oqc5df g</ osci : Response>
<osci : Chal | enge>nb5vl 2df i e9uf 6d</ osci : Chal | enge>
</ osci : Cont r ol Bl ock>
<osci : responseToForwar dDel i very | d=" XREF- 0005" soap: nust Under st and="1"
soap: actor="http://schemas. xnl soap. or g/ soap/ act or/ next" >
<osci : acknow edgenent >
<osci: Entry xm :lang="de">
<osci : Code>0801</ osci : Code>
<osci : Text >Auftrag ausgefihrt, Dialog weiterhin
geof f net </ osci : Text >
</ osci: Entry>
</ osci : acknow edgenent >
<osci : ProcessCar dBundl e>
<osci : Messagel d>Messagel d/ Base64codi ert </ osci : Messagel d>
<osci : ProcessCard
Recent Modi fi cati on="2002- 04- 24T12: 15: 01. 516- 01: 00" >
<osci: Creation>
<osci : Pl ai n>2002- 04- 23T23: 41: 05. 527- 01: 00</ osci : Pl ai n>
</ osci: Creation>
<osci : Forwar di ng>
<osci : Pl ai n>2002- 04- 24T12: 15: 01. 516- 01: 00</ osci : Pl ai n>
</ osci : Forwar di ng>
<osci : Recepti on>
<osci : Pl ai n>2002- 04- 24T12: 17: 12. 169- 01: 00</ osci : Pl ai n>
</ osci : Recepti on>
<osci : Subj ect >Betreff der Zustell ung</osci: Subject>
</ osci : ProcessCar d>
<osci : I nspecti onReport />
</ osci : ProcessCar dBundl e>
</ osci : responseToFor war dDel i very>
</ soap: Header >
<soap: Body | d="XREF-0100" />
</ soap: Envel ope>

If the intermediary is able to create a process card for the delivery handed in using a
forwarding delivery request, this process card will be sent to the user within the forwarding
delivery response.

A forwarding delivery response conforms to the following schemas.

e Adaption of a SOAP envelope for forwarding delivery responses:

<xsd: schenma t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schenma"
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xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"

xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/ "
xm ns:osci ="http://ww. osci.de/ 2002/ 04/ osci "

attri but eFor nDef aul t ="unqual i fi ed"

el enent For nDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci .de/ 2002/ 04/ osci "
schemalLocat i on="ResponseToFor war dDel i very. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xmn : | ang="de" >
osCl 1.2 - forwarding delivery response SOAP- Envel ope
$RCSfi | e: soapResponseToForwar dDel i very. xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schenmalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<I-- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el ement ref="soap: Header" m nCccurs="1" />
<xsd: el enment ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el ement ref="osci: SupplierSignature” m nCccurs="0" />
<xsd: el enment ref="o0sci:responseToForwardDelivery" />
<xsd: el ement ref="osci:|lnternmedi aryCertificates"
nm nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQOccur s=" unbounded"
processCont ent s="1ax" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: r edef i ne>

</ xsd: schenma>

e Schema for forwarding delivery responses:

<xsd: schena t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el enent For nDef aul t ="qual i fi ed">

<xsd: i ncl ude schenmalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - forwarding delivery response
$RCSfil e: ResponseToForwar dDel i very. xsd,v $, $Revision: 1.3 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="Response" type="xsd:string" m nCccurs="1" />
<xsd: el enent name="Chal | enge" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="required" />
<xsd: attribute nane="SequenceNunber" type="osci: Nunber"
use="required" />
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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<xsd: conpl exType nane="ProcessCar dBundl eType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardBundl eTenpl at e" >
<xsd: sequence>
<xsd: el enrent nanme="Messagel d" type="osci: Messagel dType" />
<xsd: el enent name="ProcessCard" type="osci:ProcessCardType"
<xsd: el ement name="I| nspecti onReport"
type="osci : | nspecti onReport Type" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="ProcessCardType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardTenpl ate">
<xsd: sequence>
<xsd: el ement name="Creation" type="osci: Ti nestanpType" />
<xsd: el ement nanme="For war di ng"
type="osci: Ti nest anpType" m nCccurs="0" />
<xsd: el ement nanme="Reception" type="osci: Ti nestanpType"
nm nCccur s="0" />
<xsd: el enrent nanme="Subj ect" type="xsd:string" m nCccurs="0"
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseToForwar dDel i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="acknow edgenent "
type="osci : acknow edgenent Type" />
<xsd: el ement nane="ProcessCar dBundl| e"
t ype="osci : ProcessCar dBundl eType" m nCccurs="0" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Int ernmedi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci:|InternediaryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el ement name="Si gnatureCertificatelnternedi ary"
type="osci: CertificateType" mi nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >

/>

/>
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</ xsd: conpl exType>

<I-- ### gl obal types ### -->

<I-- ### gl obal el enents SOAP- Header ### -->

<xsd: el ement name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el ement name="Suppl i erSi gnature" type="osci: Si gnatureBl ockType" />

<xsd: el enrent name="r esponseToForwar dDel i very"
t ype="osci : responseToForwar dDel i ver yType" />

<xsd: el emrent name="Internedi aryCertificates"
type="osci:InternediaryCertificatesType" />

<I-- ### gl obal el enents SOAP-Body ### -->

</ xsd: schenma>

e Adaption of XML Signature (cf. Section 6.4)

6.6.15 Acceptance Request

An acceptance request is realised either as SOAP envelope or (if it contains attachments) as
SOAP message package according to [SOAP A].

The following example explains the structure of an acceptance request:

<?xm version="1.0" encodi ng="UTF-8"?>

<l-- XM.-Beispiel OSCl 1.2 Annahneauftrag -->
<!-- $RCSfile: AcceptDelivery.xm,v $, $Revision: 1.7 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xsi : schemalLocati on="htt p://schenas. xn soap. or g/ soap/ envel ope/
soapAccept Del i very. xsd
htt p://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
htt p: // wwv. w3. or g/ 2001/ 04/ xml enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xnl soap. or g/ soap/ act or/ next" >
<osci : Chal | enge>xalLW8j | JcCAWEA</ osci : Chal | enge>
</ osci: Control Bl ock>
<osci : Desi redLanguages |d="XREF-0002" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
LanguagesLi st="de en-US" />
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<osci : acceptDel i very | d="XREF-0005" soap: nust Under st and="1"
soap: actor="http://schemas. xnm soap. or g/ soap/ act or/ next" >
<osci : ProcessCar dBundl e>
<osci : Messagel d>Messagel d/ Base64codi ert </ osci : Messagel d>
<osci: ProcessCard
Recent Modi fi cati on="2002- 04- 24T12: 15: 01. 516-01: 00" >
<osci : Creation>
<osci : Pl ai n>2002- 04- 23T23: 41: 05. 527- 01: 00</ osci : Pl ai n>
</ osci: Creation>
<osci : Forwar di ng>
<osci : Pl ai n>2002- 04- 24T12: 15: 01. 516- 01: 00</ osci : Pl ai n>
</ osci : Forwar di ng>
<osci : Subj ect >Betreff der Zustell ung</osci: Subject >
</ osci : ProcessCar d>
<osci : I nspecti onReport />
</ osci : ProcessCar dBundl e>
</ osci : accept Del i very>
</ soap: Header >
<soap: Body | d="XREF-0100" >
<osci : Cont ent Package>
<osci : Cont ent Cont ai ner >
<osci: Content />
</ osci : Cont ent Cont ai ner >
</ osci : Cont ent Package>
</ soap: Body>
</ soap: Envel ope>

An acceptance request (or more precisely its root-body-part) conforms to the following
schemas.

e Adaption of a SOAP envelope for acceptance requests:

<xsd: schenma t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns:osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci .de/ 2002/ 04/ osci "
schemalLocati on="Accept Del i very. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - acceptance request SQAP- Envel ope
$RCSfi | e: soapAccept Delivery.xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>
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<I-- ### restrictions ### -->
<xsd: redefi ne schemalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<l -- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el enent ref="soap: Header" m nCccurs="1" />
<xsd: el ement ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd:restricti on base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el enent ref="osci:CientSignature" m nCccurs="0" />
<xsd: el ement ref="osci: DesiredLanguages" />
<xsd: el enment ref="osci:acceptDelivery" />
<xsd: el ement ref="osci:|InternmediaryCertificates"
nm nCccur s="0" />
<xsd: el enment ref="o0sci:NonlnternediaryCertificates"
m nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxCOccur s=" unbounded"
processCont ent s="| ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el ement ref="o0sci: Cont ent Package" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>
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</ xsd: schema>

e Schema for acceptance requests:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="ht t p: / / wwwv. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p: //wmw. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schemalLocati on="order. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - acceptance request
$RCSfi |l e: AcceptDelivery.xsd,v $, $Revision: 1.3 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el ement nanme="Response" type="xsd:string"
nm nCccur s="0" maxQccurs="0"/>
<xsd: el enrent name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="prohi bited" />
<xsd: attribute nane="SequenceNunber" type="osci: Nunber"
use="prohi bited" />
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="ProcessCar dBundl eType" >
<xsd: conpl exCont ent >
<xsd:restriction base="osci: ProcessCardBundl eTenpl at e" >

<xsd: sequence>
<xsd: el ement name="Messagel d" type="osci: Messagel dType" />
<xsd: el enent nanme="ProcessCard" type="osci:ProcessCardType" />
<xsd: el ement name="I nspecti onReport"
type="osci : I nspecti onReport Type" />

</ xsd: sequence>
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</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="ProcessCardType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardTenpl ate">
<xsd: sequence>
<xsd: el ement name="Creation" type="osci: Ti nestanpType" />
<xsd: el ement nanme="For war di ng"
type="osci: Ti nest anpType" m nCccurs="1" />
<xsd: el enent nanme="Subj ect" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="accept Del i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el ement name="ProcessCar dBundl e"
t ype="osci : ProcessCar dBundl eType" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Int ernmedi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci:InternediaryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el enent name="Ci pherCertificatel nternedi ary"
type="osci: CertificateType" mnmi nCccurs="0" />
<xsd: el enrent name="Si gnatureCertificatel nternediary"
type="osci: CertificateType" m nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt er medi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Nonl nternedi aryCertificatesTenpl ate" />
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<I-- ### gl obal types ### -->

<I-- ### gl obal el enents SOAP- Header ### -->
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<xsd: el enent

<xsd: el enent

<xsd: el enent

<xsd: el enent

<xsd: el enent

nane="Cont rol Bl ock" type="osci: Control Bl ockType" />
nane="d i ent Si gnat ure" type="osci: Si gnatureBl ockType" />
nane="Desi r edLanguages" type="osci: DesiredlLanguagesType" />
nane="accept Del i very" type="osci:acceptDeliveryType" />

nane="1|nt er medi aryCertifi cates"

type="osci:InternediaryCertificatesType" />

<xsd: el enent

nane="Nonl nt er medi aryCerti ficates"

type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el ements SOAP-Body ### -->

<xsd: el enent

</ xsd: schema>

nane=" Cont ent Package" type="osci: Cont ent PackageType" />

e Adaption of XML Signature (cf. Section 6.4)
e Adaption of XML Encryption (cf. Section 6.5)

6.6.16 Acceptance Response
An acceptance response is realised as SOAP envelope.

The following example explains the structure of an acceptance response:

<?xm version="1.0" encodi ng="UTF-8"?>

<l-- XM.-Beispiel OSCl 1.2 Annahneantwort -->

<l-- $RCSfile:

ResponseToAccept Delivery.xml ,v $, $Revision: 1.4 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"

xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"

xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xsi : schemalLocati on="htt p://schenas. xnl soap. or g/ soap/ envel ope/

<soap: Header >

soapResponseToAccept Del i very. xsd
http://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
htt p: // wwv. w3. or g/ 2001/ 04/ xml enc# osci enc. xsd" >

<osci : Control Bl ock |d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="0">
<osci : Response>xalLW8j | JcCAWEA</ osci : Response>
</ osci : Control Bl ock>
<osci : responseToAccept Del i very | d="XREF- 0005" soap: nust Under st and="1"
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soap: actor="http://schemas. xn soap. or g/ soap/ act or/ next" >
<osci : acknow edgenent >
<osci:Entry xm:lang="de">
<osci : Code>0800</ osci : Code>
<osci : Text >Auftrag ausgefihrt, Dial og beendet</osci: Text>
</ osci:Entry>
</ osci : acknow edgenent >
</ osci : responseToAccept Del i very>
</ soap: Header >
<soap: Body | d="XREF-0100" />
</ soap: Envel ope>

An acceptance response conforms to the following schemas.

o Adaption of a SOAP envelope for acceptance responses:

<xsd: schena t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p: //wmw. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/ "
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el enent For nDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci.de/ 2002/ 04/ osci "
schemalLocat i on="ResponseToAccept Del i very. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xn : | ang="de" >
OSCl 1.2 - acceptance response SQOAP- Envel ope
$RCSfil e: soapResponseToAccept Delivery.xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schemalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<I-- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el ement ref="soap: Header" m nCccurs="1" />
<xsd: el ement ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >

June 2002 FINAL



OSCI Transport 1.2

115

</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />

<xsd: el enment ref="osci: SupplierSignature" m nCccurs="0" />
<xsd: el enent ref="o0sci:responseToAccept Delivery" />

<xsd: el ement ref="o0sci:NonlnternmediaryCertificates"
m nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s=" unbounded"
processCont ent s="| ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: attribute nane="1d" type="xsd:|D' use="required"
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: r edef i ne>

</ xsd: schenma>

e Schema for acceptance responses:

<xsd: schena t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"

xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/

xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"

el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schemalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - acceptance response
$RCSfi | e: ResponseToAccept Del i very. xsd,v $, $Revision: 1.
</ xsd: docunent at i on>
</ xsd: annot at i on>

/>

2%
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<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enrent nanme="Response" type="xsd:string" m nCccurs="1" />
<xsd: el enent name="Chal | enge" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="required" />
<xsd: attribut e nane="SequenceNunber" type="osci: Nunber"
use="required" fixed="0" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseToAccept Del i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="acknow edgenent "
type="osci : acknowl edgenent Type" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt er medi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Nonl nternedi aryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el ement name="Si gnatureCertificateAddressee"
type="osci: CertificateType" mi nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I-- ### gl obal types ### -->

<I-- ### gl obal el enents SQAP- Header ### -->

<xsd: el enment name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el ement name="Suppl i erSi gnature" type="osci: Si gnatureBl ockType" />

<xsd: el ement name="responseToAccept Del i very"
type="osci : responseToAccept Del i veryType" />
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<xsd: el emrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el enents SOAP-Body ### -->

</ xsd: schema>

e Adaption of XML Signature (cf. Section 6.4)

6.6.17 Mediate Delivery Request

A mediate delivery request is realised either as SOAP envelope or (if it contains
attachments) as SOAP message package according to [SOAP A].

The following example explains the structure of a mediate delivery request:

<?xm version="1.0" encodi ng="UTF-8"?>

<!-- XM.-Beispiel OSCl 1.2 Abw cklungsauftrag -->
<l-- $RCSfile: MediateDelivery.xm,v $, $Revision: 1.7 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xsi : schemalLocati on="htt p://schenas. xn soap. or g/ soap/ envel ope/
soapMedi at eDel i very. xsd
htt p://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
htt p: // wwv. w3. or g/ 2001/ 04/ xml enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
Conver sati onl d="87634586123" SequenceNunber ="5"
soap: actor="http://schemas. xn soap. or g/ soap/ act or/ next" >
<osci : Response>AAQCAEMTCZt uMFQXDSa</ osci : Response>
<osci : Chal | enge>345nchf cf oqc5df g</ osci : Chal | enge>
</ osci : Cont r ol Bl ock>
<osci: dientSignature | d="XREF-0001" soap: nust Under st and="1"
soap: actor="http://schemas. xnl soap. or g/ soap/ act or/ next" >
<ds: Si ghat ure>
<ds: Si gnedl nf o>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww. w3. org/ TR 2001/ REC- xm - c14n- 20010315" />
<ds: Si gnat ur eMet hod
Al gorithnm="http://ww. w3. org/ 2000/ 09/ xml dsi g#r sa- shal" />
<ds: Ref erence URI ="#XREF- 0000" >
<ds: Transf or ms>
<ds: Transf orm
Al gorithm="http://wwmv w3. org/ TR/ 2001/ REC- xm - c14n-20010315"
/>
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</ ds: Transf or ms>
<ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xml dsi g#shal" />
<ds: Di gest Val ue>Hash/ XREFO000/ Base64codi ert </ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Ref erence URI =" #XREF- 0002" >
<ds: Tr ansf or ns>
<ds: Transform
Al gorithm="http://ww.w3. org/ TR/ 2001/ REC- xm - c14n-20010315"
/>
</ ds: Transf or ms>
<ds: Di gest Met hod
Al gorithm="http://wwm. w3. org/ 2000/ 09/ xm dsi g#shal" />
<ds: Di gest Val ue>Hash/ XREF0002/ Base64codi ert </ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Ref erence URI =" #XREF- 0005" >
<ds: Transf or ms>
<ds: Transform
Al gorithm="http://wwm. w3. org/ TR/ 2001/ REC- xm - ¢c14n-20010315"
/>
</ ds: Transf or ms>
<ds: Di gest Met hod
Al gorithne"http://ww. w3. org/ 2000/ 09/ xml dsi g#shal" />
<ds: Di gest Val ue>Hash/ XREFO005/ Base64codi ert </ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Ref erence URI ="#XREF- 0020" >
<ds: Transf or ns>
<ds: Transform
Al gorithm="http://ww. w3. org/ TR/ 2001/ REC- xm - c14n-20010315"
/>
</ ds: Transf or ms>
<ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xml dsi g#shal" />
<ds: Di gest Val ue>Hash/ XREF0020/ Base64codi ert </ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Ref erence URI ="#XREF- 0100" >
<ds: Tr ansf or ns>
<ds: Transform
Al gorithm="http://ww.w3. org/ TR/ 2001/ REC- xm - c14n-20010315"
/>
</ ds: Transf or ms>
<ds: Di gest Met hod
Al gorithm="http://wwmv w3. or g/ 2000/ 09/ xm dsi g#shal" />
<ds: Di gest Val ue>Hash/ XREF0100/ Base64codi ert </ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>Si gnat ur/ Base64codi ert </ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<ds: Retrieval Met hod URI =" #XREF-9999" />
</ ds: Keyl nf 0>
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</ ds: Si gnat ur e>
</ osci: dientSignature>
<osci : Desi redLanguages |d="XREF-0002" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
LanguagesLi st="de en-US" />
<osci : nedi at eDel i very | d="XREF- 0005" soap: nust Under st and="1"
soap: actor="http://schemas. xn soap. or g/ soap/ act or/ next" >
<osci : Cont ent Recei ver
URI ="ht t p: // ww. osci . de/ 2002/ 04/ osci #depl oyer" />
</ osci : nedi at eDel i very>
<osci : Nonl nternedi aryCertificates |d="XREF-0020"
soap: nust Under st and="1"
soap: actor="http://ww. w3. org/ 2001/ 12/ soap- envel ope/ act or/ none" >
<osci: SignatureCertificateOigi nator |d="XREF-9999">
<ds: X509Dat a>
<ds: X509Certificate>
Signi erzertifikat/Absender/ Base64codi ert
</ ds: X509Certificate>
</ ds: X509Dat a>
</ osci: SighatureCertificateOi gi nator>
</ osci : Nonl nternedi aryCertificates>
</ soap: Header >
<soap: Body | d=" XREF- 0100" >
<osci : Cont ent Package>
<osci : Cont ent Cont ai ner >
<osci: Content />
</ osci : Cont ent Cont ai ner >
</ osci : Cont ent Package>
</ soap: Body>
</ soap: Envel ope>

A mediate delivery request (or more precisely its root-body-part) conforms to the following
schemas.

e Adaption of a SOAP envelope for mediate delivery requests:

<xsd: schenma t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="ht t p: / / wwv. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="htt p://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://wwmv. osci.de/ 2002/ 04/ osci "
schemalLocati on="Medi at eDel i very. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xn : | ang="de" >
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OSCl 1.2 - nediate delivery request SQOAP-Envel ope
$RCSfi | e: soapMedi ateDel ivery.xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schenmalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<I-- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el ement ref="soap: Header" mi nCccurs="1" />
<xsd: el enment ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd:restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el enment ref="osci:CientSignature" m nCccurs="0" />
<xsd: el enent ref="osci: DesiredLanguages" />
<xsd: el ement ref="osci:QalityOTi nestanp"
m nCccur s="0" maxCccurs="2" />
<xsd: el enment ref="osci:nmedi ateDelivery" />
<xsd: el enent ref="o0sci:NonlnternediaryCertificates"
nm nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQOccur s=" unbounded"
processCont ent s="1ax" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el enment ref="o0sci: Cont ent Package" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</xsd:restriction>
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</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: r edef i ne>

</ xsd: schenma>

e Schema for mediate delivery requests:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el enment For nDef aul t ="qual i fi ed">

<xsd: i ncl ude schenmalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xni : | ang="de" >
OSCl 1.2 - nediate delivery request
$RCSfil e: MediateDelivery.xsd,v $, $Revision: 1.5 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="Response" type="xsd:string" m nCccurs="1" />
<xsd: el enent name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="required" />
<xsd: attribute nane="SequenceNunber" type="osci: Nunber"
use="required" />
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="nedi at eDel i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el ement nanme="Cont ent Recei ver">
<xsd: conpl exType>
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<xsd:attribute name="URlI" type="xsd:anyURI " />
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: sequence m nCccurs="0">
<xsd: el enrent nanme="Messagel d" type="osci: Messagel dType" />
<xsd: el enent nanme="Subj ect" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nanme="Nonl nt ermedi aryCertifi catesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Nonl nt ernedi aryCertificatesTenpl ate" />
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<I-- ### gl obal types ### -->
<I-- ### gl obal el enents SOAP- Header ### -->
<xsd: el emrent name="Contr ol Bl ock" type="osci: Control Bl ockType" />
<xsd: el emrent name="d i ent Si gnature" type="osci: Si gnatureBl ockType" />

<xsd: el ement name="Desir edLanguages" type="osci: DesiredlLanguagesType" />

<xsd: el emrent name="Qual i t yOf Ti nest anp"
type="osci: Qual i tyXf Ti nest anpType" />

<xsd: el enrent nanme="nedi at eDel i very" type="osci: nedi at eDel i veryType" />

<xsd: el emrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el ements SOAP-Body ### -->
<xsd: el enrent nanme=" Cont ent Package" type="osci : Cont ent PackageType" />

</ xsd: schema>

e Adaption of XML Signature (cf. Section 6.4)
e Adaption of XML Encryption (cf. Section 6.5)

6.6.18 Mediate Delivery Response

A mediate delivery response is realised either as SOAP envelope or (if it contains
attachments) as SOAP message package according to [SOAP A].
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The following example explains the structure of a mediate delivery response:

<?xm version="1.0" encodi ng="UTF-8"?>

<l-- XM.-Beispiel OSCl 1.2 Abw cklungsantwort -->
<l-- $RCSfile: ResponseToMedi ateDelivery.xm,v $, $Revision: 1.6 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns:osci ="http://ww. osci.de/ 2002/ 04/ osci "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="htt p://schenas. xn soap. or g/ soap/ envel ope/
soapResponseToMedi at eDel i very. xsd
htt p://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
htt p: // wwv. w3. or g/ 2001/ 04/ xml enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
Conversationl d="87634586123" SequenceNunber="6">
<osci : Response>345nchf cf oqc5df g</ osci : Response>
<osci : Chal | enge>fi e9uf 6dGEG-RGTB</ osci : Chal | enge>
</ osci : Cont r ol Bl ock>
<osci : Suppl i er Si gnature | d="XREF-0001" soap: nust Under st and="1"
soap: actor="http://schemas. xnl soap. or g/ soap/ act or/ next" >
<ds: Si gnat ur e>
<ds: Si gnedl nf o>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ TR 2001/ REC- xm - c14n-20010315" />
<ds: Si gnat ur eMet hod
Al gorithnm="http://ww. w3. org/ 2000/ 09/ xml dsi g#r sa- shal" />
<ds: Ref erence URI ="#XREF- 0000" >
<ds: Transf or ms>
<ds: Transform
Al gorithm="http://wwm. w3. org/ TR/ 2001/ REC- xm - ¢c14n-20010315"
/>
</ ds: Transf or ms>
<ds: Di gest Met hod
Al gorithne"http://ww. w3. org/ 2000/ 09/ xml dsi g#shal" />
<ds: Di gest Val ue>Hash/ XREFO000/ Base64codi ert </ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Ref erence URI =" #XREF- 0005" >
<ds: Transf or ns>
<ds: Transform
Al gorithnm="http://ww. w3. org/ TR/ 2001/ REC- xm - c14n-20010315"
/>
</ ds: Transf or ms>
<ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xml dsi g#shal" />
<ds: Di gest Val ue>Hash/ XREFO005/ Base64codi ert </ ds: Di gest Val ue>
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</ ds: Ref erence>
<ds: Ref erence URI ="#XREF- 0010" >
<ds: Transf or ns>
<ds: Transform
Al gorithnm="http://ww. w3. org/ TR/ 2001/ REC- xm - c14n-20010315"
/>
</ ds: Transf or ms>
<ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xml dsi g#shal" />
<ds: Di gest Val ue>Hash/ XREF0010/ Base64codi ert </ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Ref erence URI ="#XREF- 0100" >
<ds: Tr ansf or ns>
<ds: Transf orm
Al gorithm="http://ww.w3. org/ TR/ 2001/ REC- xm - c14n-20010315"
/>
</ ds: Transf or ms>
<ds: Di gest Met hod
Al gorithm="http://wwmv w3. org/ 2000/ 09/ xm dsi g#shal" />
<ds: Di gest Val ue>Hash/ XREF0100/ Base64codi ert </ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>Si gnat ur/ Base64codi ert </ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<ds: Retrieval Met hod URI =" #XREF-9999" />
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
</ osci : Suppl i er Si gnat ur e>
<osci : responseToMedi at eDel i very | d=" XREF- 0005" soap: nust Under st and="1"
soap: actor="http://schemas. xnl soap. or g/ soap/ act or/ next" >
<osci : acknow edgenent >
<osci: Entry xm :lang="de">
<osci : Code>0801</ osci : Code>
<osci : Text >Auftrag ausgefihrt, Dialog weiterhin
geof f net </ osci : Text >
</ osci:Entry>
</ osci : acknow edgenent >
</ osci : responseToMedi at eDel i very>
<osci:lnternediaryCertificates |d="XREF-0010" soap: nust Under st and="1"
soap: actor="http://ww. w3. org/ 2001/ 12/ soap- envel ope/ act or/ none" >
<osci: SignatureCertificatelnternediary |d="XREF-9999">
<ds: X509Dat a>
<ds: X509Certificat e>
Signierzertifikat/|nternedi aer/ Base64codi ert
</ ds: X509Certificate>
</ ds: X509Dat a>
</ osci: SignatureCertificatelnternedi ary>
</osci:InternmediaryCertificates>
</ soap: Header >
<soap: Body | d=" XREF- 0100" >
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<osci : Cont ent Package>
<osci : Cont ent Cont ai ner >
<osci: Content />
</ osci : Cont ent Cont ai ner >
</ osci : Cont ent Package>
</ soap: Body>
</ soap: Envel ope>

The element osci : Request ProcessCar dBundl e contains the current process card for
the delivery that the user has sent to the intermediary within the mediate delivery request.

It only exists if all of the following conditions are met:

e The user has sent a Messageld within the mediate delivery request.

e The intermediary was able to create a process card for the delivery within the mediate
delivery request of the user.

The element osci : Repl yPr ocessCar dBundl e contains the current process card for the
delivery that the service provider has sent to the intermediary within the processing
response.

It only exists, if at least the following conditions are met:

o Within the processing response, the service provider has sent a delivery with Messageld.

e The intermediary was able to create a process card for the delivery of the service
provider.

A mediate delivery response (or more precisely its root-body-part) conforms to the following
schemas.

e Adaption of a SOAP envelope for mediate delivery responses:

<xsd: schenma t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns:osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci .de/ 2002/ 04/ osci "
schemalLocat i on="ResponseToMedi at eDel i very. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - nediate delivery response SOAP-Envel ope
$RCSfi | e: soapResponseToMedi at eDel i very. xsd,v $, $Revision: 1.5 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<! -- ### restrictions ### -->

<xsd: redefi ne schenmalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
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<l -- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el enent ref="soap: Header" m nCccurs="1" />
<xsd: el enent ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el enment ref="osci: SupplierSignature" m nCccurs="0" />
<xsd: el enent ref="osci:responseToMedi at eDel i very" />
<xsd: el ement ref="osci:|ntermediaryCertificates"
m nCccur s="0" />
<xsd: el enent ref="o0sci:NonlnternediaryCertificates"
nm nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQOccur s=" unbounded"
processCont ent s="1ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el enment ref="o0sci: Content Package" mni nCccurs="0" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schenma>

e Schema for mediate delivery responses:
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<xsd: schena t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schenmalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - nediate delivery response
$RCSfi | e: ResponseToMedi at eDel i very. xsd,v $, $Revision: 1.5 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent nanme="Response" type="xsd:string" mi nCccurs="1" />
<xsd: el emrent name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="required" />
<xsd: attri bute nane="SequenceNunber" type="osci: Nunber"
use="required" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Request Pr ocessCar dBundl eType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardBundl eTenpl at e" >
<xsd: sequence>
<xsd: el ement name="Messagel d" type="osci: Messagel dType" />
<xsd: el ement name="ProcessCard"
t ype="osci : Request ProcessCardType" />
<xsd: el emrent name="I| nspecti onReport"
type="osci : | nspecti onReport Type" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Request ProcessCar dType" >
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<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardTenpl ate" >
<xsd: sequence>
<xsd: el emrent name="Creation" type="osci: Ti mestanpType" />
<xsd: el emrent name="Forwar di ng"
type="osci : Ti nest anpType" m nCccurs="1" />
<xsd: el ement name="Reception" type="osci: Ti nestanpType"
m nCccurs="1" />
<xsd: el enent nanme="Subj ect" type="xsd:string" m nCccurs="0"
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseProcessCar dBundl eType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardBundl eTenpl at e" >
<xsd: sequence>
<xsd: el emrent name="Messagel d" type="osci: Messagel dType" />
<xsd: el ement name="ProcessCard"
t ype="osci : responseProcessCar dType" />
<xsd: el ement name="I| nspecti onReport"
type="osci : | nspecti onReport Type" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseProcessCardType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardTenpl ate" >
<xsd: sequence>
<xsd: el ement name="Creation" type="osci: Ti nestanpType" />
<xsd: el emrent name="Forwardi ng" type="osci: Ti mestanpType"
m nCccurs="1" />
<xsd: el enent nanme="Subj ect" type="xsd:string" m nQccurs="0"
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseToMedi at eDel i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el emrent name="acknow edgenent "
type="osci : acknow edgenent Type" />
<xsd: sequence m nCccurs="0">
<xsd: el emrent name="Request ProcessCar dBundl e"
t ype="osci : Request ProcessCar dBundl eType" />

/>

/>

128
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<xsd: el emrent name="r esponseProcessCar dBundl e"
t ype="osci : responsePr ocessCar dBundl eType" m nCccurs="0" />
</ xsd: sequence>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Int ernmedi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci:InternediaryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el ement name="Si gnatureCertificatelnternedi ary"
type="osci: CertificateType" mi nCccurs="0" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt er medi aryCertifi catesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Nonl nternmedi aryCertificatesTenpl ate" />
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<I-- ### gl obal types ### -->
<I-- ### gl obal el enments SOAP- Header ### -->
<xsd: el ement name="Contr ol Bl ock" type="osci: Control Bl ockType" />

<xsd: el ement name="Suppl i erSi gnature" type="osci: Si gnatureBl ockType" />

<xsd: el ement nanme="responseToMedi at eDel i very"
type="osci : responseToMedi at eDel i veryType" />

<xsd: el ement name="Internedi aryCertificates"
type="osci:InternediaryCertificatesType" />

<xsd: el emrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el ements SOAP-Body ### -->
<xsd: el enrent nanme="Cont ent Package" type="o0sci : Cont ent PackageType" />

</ xsd: schenma>

e Adaption of XML Signature (cf. Section 6.4)
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6.6.19 Processing Request

A processing request is realised either as SOAP envelope or (if it contains attachments) as
SOAP message package according to [SOAP A|].

The following example explains the structure of a processing request:

<?xm version="1.0" encodi ng="UTF-8"?>

<!-- XM.-Beispiel OSCl 1.2 Bearbeitungsauftrag -->
<l-- $RCSfile: ProcessDelivery.xm,v $ $Revision: 1.7 $ -->

<soap: Envel ope xnl ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xsi : schemalLocati on="http://schemas. xm soap. or g/ soap/ envel ope/
soapProcessDel i very. xsd
http://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
http://ww. w3. org/ 2001/ 04/ xm enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xn soap. or g/ soap/ act or/ next" >
<osci : Chal | enge>xalLW8j | JcCAWEA</ osci : Chal | enge>
</ osci : Cont r ol Bl ock>
<osci : Desi redLanguages |d="XREF-0002" soap: nust Under st and="1"
soap: actor="http://schemas. xm soap. or g/ soap/ act or/ next"
LanguageslLi st="de en-US" />
<osci : processDel i very | d="XREF- 0005" soap: nust Under st and="1"
soap: actor="http://schemas. xnl soap. or g/ soap/ act or/ next" >
</ osci : processDel i very>
</ soap: Header >
<soap: Body | d="XREF-0100" >
<osci : Cont ent Package>
<osci : Cont ent Cont ai ner >
<osci: Content />
</ osci : Cont ent Cont ai ner >
</ osci : Cont ent Package>
</ soap: Body>
</ soap: Envel ope>

A processing request (or more precisely its root-body-part) conforms to the following
schemas.

e Adaption of a SOAP envelope for processing requests:
<xsd: schena t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p: //wamw. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="htt p://schenmas. xn soap. or g/ soap/ envel ope/"
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xm ns:osci ="http://ww. osci.de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el enment For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci .de/ 2002/ 04/ osci "
schemalLocati on="ProcessDel i very. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xmn : | ang="de" >
OSCl 1.2 - processing request SQAP- Envel ope
$RCSfi | e: soapProcessDelivery.xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schenmalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">
<I-- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el ement ref="soap: Header" m nCccurs="1" />
<xsd: el enment ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el ement ref="osci:CientSignature" m nCccurs="0" />
<xsd: el enent ref="osci: DesiredLanguages" />
<xsd: el enent ref="osci:processDelivery" />
<xsd: el ement ref="osci:|ntermediaryCertificates"
m nCccur s="0" />
<xsd: el enent ref="o0sci:NonlnternediaryCertificates"
nm nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQOccur s=" unbounded"
processCont ent s="1ax" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el enent ref="osci: Cont ent Package" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: r edef i ne>

</ xsd: schenma>

e Schema for processing requests:

<xsd: schena t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t =" unqual i fi ed"
el enment For nDef aul t ="qual i fi ed">

<xsd: i ncl ude schenmalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - processing request
$RCSfil e: ProcessDelivery.xsd,v $, $Revision: 1.4 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el ement nanme="Response" type="xsd:string"
m nCccur s="0" maxQccurs="0"/>
<xsd: el ement name="Chal | enge" type="xsd:string" m nCccurs="1" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="prohi bited" />
<xsd: attribute nane="SequenceNunber" type="osci: Nunber"
use="prohi bited" />
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</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="ProcessCar dBundl eType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardBundl eTenpl at e" >
<xsd: sequence>
<xsd: el enrent name="Messagel d" type="osci: Messagel dType" />
<xsd: el ement name="ProcessCard" type="osci: ProcessCardType"
<xsd: el emrent name="I| nspecti onReport"
type="osci : | nspecti onReport Type" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="ProcessCardType" >
<xsd: conpl exCont ent >
<xsd: restriction base="osci: ProcessCardTenpl ate" >
<xsd: sequence>
<xsd: el ement name="Creation" type="osci: Ti mestanpType" />
<xsd: el enrent name="Forwar di ng"
type="osci : Ti nest anpType" m nCccurs="1" />
<xsd: el ement name="Subj ect" type="xsd:string" nmi nCccurs="0"
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="processDel i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el ement nane="ProcessCar dBundl| e"
t ype="osci : ProcessCar dBundl eType" m nCccurs="0" />
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Int ernmedi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: restriction base="osci:|InternediaryCertificatesTenpl ate">
<xsd: sequence>
<xsd: el ement nanme="Ci pherCertificatel ntermedi ary"
type="osci: CertificateType" mi nCccurs="0" />
<xsd: el enent nanme="Si gnatureCertificatel nternediary"
type="osci: CertificateType" mnmi nCccurs="0" />
</ xsd: sequence>

/>

/>
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</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt ermedi aryCertifi catesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci: Nonl nternedi aryCertificatesTenpl ate" />
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<I-- ### gl obal types ### -->
<I-- ### gl obal el ements SOAP- Header ### -->

<xsd: el ement name="Contr ol Bl ock" type="osci: Control Bl ockType" />

<xsd: el enrent name="C i entSi gnature" type="osci: Si gnatureBl ockType" />
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<xsd: el ement name="Desir edLanguages" type="osci: DesiredLanguagesType" />

<xsd: el enrent name="processDel i very" type="osci:processbDeliveryType" />

<xsd: el enrent name="Internedi aryCertificates"
type="osci:InternediaryCertificatesType" />

<xsd: el enrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el enents SOAP-Body ### -->
<xsd: el emrent name="Cont ent Package" type="osci : Cont ent PackageType" />

</ xsd: schenma>

e Adaption of XML Signature (cf. Section 6.4)
e Adaption of XML Encryption (cf. Section 6.5)

6.6.20 Processing Response

A processing response is realised either as SOAP envelope or (if it contains attachments)
SOAP message package according to [SOAP A|].

The following example explains the structure of a processing response:
<?xm version="1.0" encodi ng="UTF-8"?>

<!-- XM.-Beispiel OSCl 1.2 Abw cklungsauftrag -->
<l-- $RCSfile: ResponseToProcessDelivery.xm,v $, $Revision: 1.7 $ -->

<soap: Envel ope xnl ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"

as
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xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
xsi : schemalLocati on="http://schemas. xm soap. or g/ soap/ envel ope/
soapResponseToProcessDel i very. xsd
htt p: // ww. w3. or g/ 2000/ 09/ xml dsi g# osci si g. xsd
http://ww. w3. org/ 2001/ 04/ xm enc# osci enc. xsd" >
<soap: Header >
<osci : Control Bl ock | d="XREF-0000" soap: nust Under st and="1"
soap: actor="http://schemas. xn soap. or g/ soap/ act or/ next" >
<osci : Response>xalLW8j | JcCAWEA</ osci : Response>
</ osci : Control Bl ock>
<osci : responseToProcessDel i very | d="XREF- 0005" soap: nust Under st and="1"
soap: actor="http://schemas. xnm soap. or g/ soap/ act or/ next" >
<osci : acknow edgenent >
<osci:Entry xnl:lang="de">
<osci : Code>0800</ osci : Code>
<osci : Text >Auftrag ausgefihrt, D al og beendet </ osci: Text >
</ osci: Entry>
</ osci : acknow edgenent >
</ osci : responseToProcessDel i very>
</ soap: Header >
<soap: Body | d=" XREF- 0100" >
<osci : Cont ent Package>
<osci : Cont ent Cont ai ner >
<osci: Content />
</ osci : Cont ent Cont ai ner >
</ osci : Cont ent Package>
</ soap: Body>
</ soap: Envel ope>

A service provider has to include the element osci : Messagel d in his response if and only
if in the corresponding processing request he has received a delivery with process card.

A processing response (or more precisely its root-body-part) conforms to the following
schemas.

e Adaption of a SOAP envelope for processing responses:

<xsd: schena t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://ww. wW3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://ww. osci .de/ 2002/ 04/ osci "
schemalLocat i on="ResponseToProcessDel i very. xsd" />
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<xsd: annot at i on>
<xsd: docunent ati on xm : | ang="de" >
OSCl 1.2 - processing response SOAP-Envel ope
$RCSfil e: soapResponseToProcessDelivery.xsd,v $, $Revision: 1.5 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### restrictions ### -->
<xsd: redefi ne schemalLocati on="http://schemas. xn soap. or g/ soap/ envel ope/ ">
<l -- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el enent ref="soap: Header" m nCccurs="1" />
<xsd: el ement ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Header" >
<xsd: conpl exCont ent >
<xsd: restricti on base="soap: Header" >
<xsd: sequence>
<xsd: el ement ref="osci: Control Bl ock" />
<xsd: el enent ref="osci: SupplierSignature" m nCccurs="0" />
<xsd: el ement ref="osci: QalityOTi mestanp"
m nCccur s="0" maxCQccurs="2" />
<xsd: el enent ref="o0sci:responseToProcessDelivery" />
<xsd: el ement ref="o0sci:NonlnternediaryCertificates"
m nCccur s="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s=" unbounded"
processCont ent s="| ax" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: sequence>
<xsd: el enent ref="osci: Cont ent Package" m nCccurs="0" />
</ xsd: sequence>
<xsd: attribute nane="1d" type="xsd:|D' use="required" />
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</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schema>

e Schema for processing responses:

<xsd: schenma t ar get Nanespace="htt p://ww. osci . de/ 2002/ 04/ osci "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: soap="htt p://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="htt p://www. W3. or g/ 2001/ 04/ xm enc#"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd: i ncl ude schemalLocati on="order.xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xn : | ang="de" >
OSCl 1.2 - processing response
$RCSfil e: ResponseToProcessDelivery.xsd,v $, $Revision: 1.3 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<I-- ### derived types ### -->

<xsd: conpl exType nane="Control Bl ockType" >
<xsd: conpl exCont ent >
<xsd:restriction base="osci: Control Bl ockTenpl at e" >
<xsd: sequence>
<xsd: el enent nanme="Response" type="xsd:string" m nCccurs="1"
<xsd: el ement nanme="Chal | enge" type="xsd:string"
nm nCccur s="0" maxCccurs="0" />
</ xsd: sequence>
<xsd: attribute nane="Conversationld" type="osci: Nunber"
use="prohi bited" />
<xsd: attri bute nane="SequenceNunber" type="osci: Nunber"
use="prohi bited" />
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="r esponseToProcessDel i veryType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Def aul t Header Bl ockTenpl at e" >
<xsd: sequence>

/>
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<xsd: el ement name="acknow edgenent "
type="osci : acknow edgenent Type" />
<xsd: sequence m nCccurs="0">
<xsd: el ement name="Messagel d" type="osci: Messagel dType" />
<xsd: el emrent name="Subj ect" type="xsd:string" m nCccurs="0" />
</ xsd: sequence>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Nonl nt er medi aryCertificatesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="osci : Nonl nternedi aryCertificatesTenpl ate" />
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
<I-- ### gl obal types ### -->
<I-- ### gl obal el enents SOAP- Header ### -->
<xsd: el ement name="Contr ol Bl ock" type="osci: Control Bl ockType" />

<xsd: el ement name="Suppl i erSi gnature" type="osci: Si gnatureBl ockType" />

<xsd: el emrent name="Qual i t yOf Ti nest anp"
type="osci: Qual i tyf Ti nest anpType" />

<xsd: el emrent name="r esponseToProcessDel i very"
type="osci : responseToProcessDel i veryType" />

<xsd: el enrent nanme="Nonl nt er nedi aryCertificates"
type="osci : Nonl nt er nedi aryCertificat esType" />

<I-- ### gl obal el enents SOAP-Body ### -->
<xsd: el emrent name="Cont ent Package" type="osci: Cont ent PackageType" />

</ xsd: schenma>

e Adaption of XML Signature (cf. Section 6.4)
e Adaption of XML Encryption (cf. Section 6.5)

6.7 OSCI Messages
OSCI Transport distinguishes between three types of OSCI messages:

o Encrypted request data (cf. Section 6.7.1)
e Not encrypted request data (cf. Section 6.7.2)
e Error message (cf. Section 6.7.3)
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6.7.1 Encrypted Request Data

An OSCI message of type encrypted request data is realised as SOAP message package
according to [SOAP A].

The following example explains the structure of an OSCI message of this type:

M ME- Version: 1.0
Content - Type: Miltipart/Rel ated; boundary=Trenner; type=text/xn

--Trenner

Content - Type: text/xm ; charset=UTF-8
Cont ent - Transf er- Encodi ng: 8bi t
Content-1D: <Content-I|D@ressage>

<?xm version="1.0" encodi ng="UTF-8"?>

<l-- XM.-Beispiel OSCl 1.2 Verschluesselte Nachricht -->
<!-- $RCSfile: MessageEncrypted.xm,v $, $Revision: 1.3 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="http://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="htt p://schenas. xnl soap. or g/ soap/ envel ope/
soapMessageEncr ypt ed. xsd
http://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
htt p: // wwv. w3. or g/ 2001/ 04/ xml enc# osci enc. xsd" >
<soap: Body>
<xenc: EncryptedData M nmeType="Mil ti part/Rel at ed">
<xenc: Encrypti onMet hod
Al gorithnm="http://ww. w3. org/ 2001/ 04/ xm enc#tri pl edes-cbc" />
<ds: Keyl nf 0>
<xenc: Encrypt edKey>
<xenc: Encrypti onMet hod
Al gorithm="http://wwmv w3. org/ 2001/ 04/ xm enc#rsa-1_5">
<xenc: KeySi ze>1024</ xenc: KeySi ze>
</ xenc: Encrypti onMet hod>
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>
Chiffrierzertifikat/Nachrichtenenpfaenger/ Base64codi ert
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
<xenc: G pher Dat a>
<xenc: G pher Val ue>
Ver schl uessel t er/ Cont ai ner schl uessel / Base64codi ert
</ xenc: C pher Val ue>
</ xenc: C pher Dat a>
</ xenc: Encrypt edKey>
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</ ds: Keyl nf 0>
<xenc: G pher Dat a>
<xenc: G pher Ref erence URI ="ci d: Content-|D@ttachnment" />
</ xenc: G pher Dat a>
</ xenc: Encrypt edDat a>
</ soap: Body>

</ soap: Envel ope>
--Trenner
Cont ent - Type: text/base64
Cont ent - Tr ansf er - Encodi ng: 7bi t
Content-1D: <Content-| D@ttachnent >

Encrypt ed SOAP nessage package with request data
- - Separat or

An OSCI message of the type encrypted request data consists of exactly two body-parts: the
root-body-part and a body-part with content-type t ext / base64 containing the base64-
encoded encrypted request data.

The attribute URI of xenc: Ci pher Dat a refers to the content-ID of the body-part with the
encrypted request data.

The root-body-part of an OSCI-message of the type encrypted request data conforms to the
following schemas.

e Adaption of a SOAP envelope for the message type encrypted request data:

<xsd: schena t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: xenc="htt p://ww. W3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://wwmv. W3. or g/ 2001/ 04/ xm enc#"
schemalLocati on="http://wwmv. W3. or g/ TR/ xnl enc- cor e/ xenc- schena. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xnl : | ang="de" >
OSCl 1.2 - encrypted nessage SOAP- Envel ope
$RCSfi | e: soapMessageEncrypted. xsd,v $, $Revision: 1.2 $
</ xsd: docunent at i on>
</ xsd: annot at i on>
<I-- ### restrictions ### -->
<xsd: redefi ne schemalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">

<I-- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
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<xsd: conpl exCont ent >
<xsd: restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el ement ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
<xsd: choi ce>
<xsd: el enent ref="xenc: EncryptedData" />
</ xsd: choi ce>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schenma>

e Adaption of XML Encryption (cf. Section 6.5)

6.7.2 Not Encrypted Request Data

An OSCI message of the type not encrypted request data consists of exactly one request or
exactly one response (cf. Section 6.6).

6.7.3 Error Message
An OSCI message of the type error message is realised as SOAP envelope.

The following example explains the structure of an OSCI message of this type:

<?xm version="1.0" encodi ng="UTF-8"?>

<l-- XM.-Beispiel OSCl 1.2 Fehlernachricht -->
<!-- $RCSfile: MessageFault.xm ,v $, $Revision: 1.3 $ -->

<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "

xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xsi : schemalLocati on="http://schemas. xm soap. or g/ soap/ envel ope/
soapMessageFaul t. xsd
htt p://ww. w3. or g/ 2000/ 09/ xm dsi g# osci si g. xsd
http://ww. w3. org/ 2001/ 04/ xm enc# osci enc. xsd" >

<soap: Body>
<soap: Faul t >
<soap: faul t code>soap: i ent </ soap: f aul t code>
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<soap: faul t stri ng>Auftragsdat en konnten nicht entschl Usselt
wer den</ soap: faul tstring>

<soap: detail >

<osci : Code>9201</ osci : Code>
</ soap: detail >
</ soap: Faul t >
</ soap: Body>

</ soap: Envel ope>

An OSCI message of the type error message conforms to the following schema.

e Adaption of a SOAP envelope for the message type error message:

<xsd: schena t ar get Nanmespace="htt p://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="htt p: // www. w3. or g/ 2001/ XM_Schena"
xm ns: xenc="htt p://www. W3. or g/ 2001/ 04/ xm enc#"
xm ns: soap="http://schermas. xm soap. or g/ soap/ envel ope/"
xm ns: osci ="http://ww. osci . de/ 2002/ 04/ osci "
attri but eFor nDef aul t ="unqual i fi ed"
el ement For mDef aul t ="qual i fi ed">

<xsd:inport nanespace="http://wwmv. W3. or g/ 2001/ 04/ xm enc#"
schemalLocati on="http://wwmv. W3. or g/ TR/ xnl enc- cor e/ xenc- schena. xsd" />

<xsd: annot at i on>
<xsd: docunent ati on xni : | ang="de" >
OSCl 1.2 - error nessage SOAP-Envel ope
$RCSfi |l e: soapMessageFaul t.xsd,v $, $Revision: 1.2 $
</ xsd: docunent at i on>
</ xsd: annot at i on>

<|-- ### restrictions ### -->
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<xsd: redefi ne schemalLocati on="http://schemas. xnl soap. or g/ soap/ envel ope/ ">

<l -- ### Envel ope, Header und Body ### -->

<xsd: conpl exType nane="Envel ope" >
<xsd: conpl exCont ent >
<xsd:restriction base="soap: Envel ope" >
<xsd: sequence>
<xsd: el enent ref="soap: Body" m nCccurs="1" />
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: conpl exType nane="Body" >
<xsd: conpl exCont ent >
<xsd: restriction base="soap: Body" >
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<xsd: choi ce>
<xsd: el enrent name="Fault" type="soap: Fault" />
</ xsd: choi ce>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

</ xsd: redefi ne>

</ xsd: schema>
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7. Conformance Catalogue

In order to conform to this specification, software systems for users, service providers and
intermediaries have to observe all the normative parts of this specification that are relevant to
them.

Particularly they have to

e use the provided namespaces
e assemble XML documents that conform to the schemas specified in this specification

e observe the reaction rules in Chapter 5 and use the acknowledgement codes specified
there

Software systems for intermediaries have to support all the request types in the specified
version defined in this specification. Software systems for users and service providers have
to support only the request types they need for their specific purpose of application.
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9. Glossary

Acceptance request: > Request by that an - intermediary transmits a > delivery to a >
service provider.

Acceptance response: - Response to an - acceptance request.

Attachment: Part of a - delivery. Consists of any kind of data which usually are not formulated
in XML. Is filled by one or several & authors and is directed to one or several - readers.

Author: Entity that creates the - content data in - content data containers and - attachments.

Business transaction level: Highest level of communication using OSCI Transport. On the
business transaction level two = users communicate; one of them in the role of a - sender,
the other one in the role of a = recipient.

Challenge value: 1. A random value that a - client puts in his request to a > supplier. The
supplier has to repeat this value as a > response value in his response. 2. Within an >
explicit dialog with a - client, a random value that a - supplier puts in his response. The
client has to repeat this value in his next request.

Client: Role of a - user or an - intermediary on the - request level. The client is the
communication partner who initiates the communication. He sends a - request to the >
supplier and receives his = response.

Content data: Data that a > user wants to transmit to another user. The transmission of these
data gives cause for the use of OSCI Transport.

Content data container: Part of a - delivery. May contain any information formulated in XML. Is
filled by one or several - authors and is directed to one or several - readers. May
particularly contain encryption information to further content data containers and/or >
attachments within the same delivery. Can be signed by the authors.

Conversationld: Identity of a - dialog.

Delivery: Data package on the - business transaction level that a - sender directs to a >
recipient. Can contain any number of - content data containers and/or - attachments.
Some or all of the content data containers and/or attachments can be encrypted. In this case
the delivery contains information that the recipient needs to decrypt the content data
containers and/or attachments. The delivery can contain one or several certificates as well.

Delivery request: > Request by that a > user transmits a > delivery to an - intermediary so
that the latter will have it ready for collection by another user.

Delivery response: > Response to a = delivery request.

Dialog: Sequence of request-response pairs. Consists of at least one request-response pair.
Within a dialog, before sending his next - request the - client has to wait until he will have
received the - response of the = supplier upon the previous request.

Dialog exit request: > Request by that a - client an > explicit dialog with a > supplier.
Dialog exit response: - Response to a - dialog exit request.

Dialog init request: > Request by that a = client opens an - explicit dialog with a = supplier.
Dialog init response: - Response to a - dialog init request.

Dialog, explicit: > Dialog that comes into being by a = dialog init request. Continues until the >
supplier will have sent his response upon the - dialog exit request of the > client.
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Dialog, implicit: Opposite to = explicit dialog. Comes into being by any - request (that is no >
dialog init request). Continues until the = supplier will have sent his > response.

Fetch delivery request: > Request by that a > user collects a - delivery at an - intermediary's
that another user has handed in before by means of a - delivery request.

Fetch delivery response: - Response to a = fetch delivery request.

Fetch process card request: > Request by that a > user collects one or several > process
cards at an - intermediary's.

Fetch process card response: - Response to a - fetch process card request.

Forwarding delivery request: > Request by that a - user transmits a - delivery to an >
intermediary, so that the latter will forward it to a = service provider. In contrast to the >
mediate delivery requestthe user expects in the response of the intermediary no delivery of
the service provider.

Forwarding Delivery Response: = Response to a = forwarding delivery request.

Intermediary: Entity that mediates in the information exchange between - users. The
intermediary's role is neutral. Physically, however, it may well be located at one of the two
communicating users.

Mediate delivery request: > Request by that a > user transmits a > delivery to an >
intermediary, so that the latter will forward it to a = service provider. In contrast to the >
forwarding delivery request the user expects a delivery of the service provider in the
response of the intermediary.

Mediate delivery response: - Response to a > mediate delivery request.

Message level: Base level of the communication using OSCI Transport. On the message level a
- user and an - intermediary communicate; one of them in the role of a > message
sender, the other one in the role of a > message recipient. Both communication partners can
assume both roles.

Message recipient: Role of a = user or an - intermediary on the > message level. A message
recipient receives an - OSCI| message from a - message sender.

Message sender: Role of a = user or an = intermediary on the > message level. A message
sender sends an - OSCI message to a > message recipient.

Messageld: Identity of a > delivery.
Messageld request: > Request by that a - user orders a Messageld at the intermediary's.
Messageld response: - Response to a > Messageld request.

OSCI message: Data package on the > message level that a > message sender directs to a >
message recipient. Contains either exactly one - request or exactly one - response or
exactly one error message. The request / the response can be encrypted. In this case the
OSCI message contains additional information the message recipient needs to decrypt the
request / response.

Process card: In a process card the way of a = delivery from a = sender via an - intermediary
to a - recipient is recorded. The process card is held by the intermediary.

Processing request: - Request by that an - intermediary asks a - service provider to process
a > delivery of a = user and to provide another delivery as a reaction.
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Processing response: - Response to a - processing request.
Reader: Entity = content data in - content data containers and - attachments are directed to.

Recipient: Role of a = user on the = business transaction level. A recipient accepts a >
delivery of a - sender.

Request: Data package on the = request level that a &> client directs to a > supplier. Contains
a working instruction for the supplier and further information that the supplier needs to
execute the instruction and to send a - response. In particular a request can contain a >
delivery. It can be signed by the client.

Request level: Middle level of communication using OSCI Transport. On the request level a >
user and an - intermediary communicate; one of them in the role of a - client, the other
one in the role of a > supplier. Usually the user is the client and the intermediary is the
supplier; there are, however, also scenarios in that the roles are reversed.

Response: Data package on the - request level that a - supplier directs as a reaction upon a
- request to a - client. In the response the supplier informs about the result of the
processing of the request. In particular a response can contain a > delivery. The response
can be signed by the supplier.

Response value: 1. Value that a - supplier puts into his response as a reaction to the >
challenge value in the corresponding request of the - client. 2. Within an - explicit dialog
with a - supplier, a value that a - client puts in his subsequent request as a reaction to the
- challenge value in the response of the supplier.

Sender: Role of a & user on the - business transaction level. A sender directs a - delivery to a
-> recipient.

SequenceNumber: Number of a request / a response within a - dialog.
Service provider: Special = user who is available (in principle all the time) under a URL.

Supplier: Role of a = user or an - intermediary on the - request level. The supplier is the
reacting communication partner. He receives the - request of the - client and sends a >
response as a reaction.

Usage data: Data that are exchanged in addition to the - content data and that help to check
and control the data flow.

User: Entity that uses OSCI Transport to exchange information with other users. A user can be a
person, a group of persons or even a software system. The only prerequisite a user has to
fulfill is to possess a valid encryption certificate.
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